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INSPECTOR  GENERAL 
DEPARTMENT  OP  DEFENSE 
4800  MARK  CENTER  DRIVE 
ALEXANDRIA,  VIRGINIA  22350-1500 

APR  0  h  2m 


MEMORANDUM  FOR  ACTING  DEPUTY  SECRETARY  OF  DEFENSE 

DIRECTOR,  JOINT  IMPROVISED  EXPLOSIVE  DEVICE  DEFEAT- 
ORGANIZATION 


SUBJECT:  (IJ)  Investigation  of  Hotline  Allegation  of  3  Questionable  Intelligence 

Activity  Concerning  the  Joint  Improvised  Explosive  Device  Defeat  Organization 
(JIEDDO),  Counter-IED  Opcrations/Intclligcncc  Integration  Center  (COIC) 

(U)  We  are  providing  this  report  for  your  information  and  action.  We  conducted  an 
investigation  in  response  to  an  anonymous  DoD  IG  Hotline  allegation  that  the  Joint  I0D  Defeat 
Organization  (JIEDDO),  Counter-IED  Operations/Intelligence  Integration  Center  (COIC) 
illegally  or  inappropriately  collected  information  about  U.S.  persons. 

(U)  We  substantiated  an  allegation  that  JIEDDO  collected  U.S.  person  information.  We 
considered  comments  from  (he  Acting  Deputy  Secretary  of  Defense  and  the  Director,  JIEDDO, 
in  preparing  the  final  report.  The  Acting  Deputy  Secretary  of  Defense  determined  there  was  no 
requirement  to  designate  JIEDDO  as  a  Defense  Intelligence  Component,  non-concurrcd  with  our 
recommendation  to  suspend  the  JIEDDO’s  current  intelligence  collection  activities  pending 
clarification  of  JIEDDO’s  collection  authorities,  and  was  generally  responsive  to  all  other 
recommendations.  Our  responses  to  management  comments  are  found  on  pages  14-73  of  the 
report.  We  respectfully  request  that  the  Acting  Deputy  Secretary  of  Defense  and  the  Director, 
JIEDDO,  provide  comments  to  this  final  report,  as  appropriate.  See  Recommendations  'fable  at 
page  iv. 

(U)  We  appreciate  the  courtesies  extended  to  the  staff.  We  look  forward  to  evaluating  the 
organization  in  the  future.  Please  direct  your  questions  and  comments  to  me  at  (703)  882-f$m 
DSN  499113 


ny-C.  Thomas 
I  JopiiiyJ-iTspector  General 
tor  Intelligence  and  Special 
Program  Assessments 


SECRET //PJOFORM 


3JKCRET//N0r0flM 


(U)  THIS  PAGE  INTENTIONALLY  LEFT  BLANK 


DODIG-201 4-055|  ii 

SECHET//NOTOftK 


rr/'nro'  /  /MArnnu 
t  f  I  m/l  v/>%j« 


Results  in  Brief 


Investigation  of  u  Hotline  Allegation  of  a  Questionable 
Intelligence  Activity  Concerning  the  JIEDDO  COIC  (U) 


_ 


01 


(U)  What  \A 


(U//HF0UQ)  We  conducted  an  investigation  in 
response  to  a  DoD  Hotline  allegation  that  the 
Joint  Improvised  Explosive  Device  Defeat 
Organization  (JIEDDO)  Counter-Improvised 
Explosive  Device  Operations/Intelligence 
Integration  Center  (COIC)  illegally  or 
inappropriately  collected  information  about  U  S. 
persons. 

(U)  What  We  Found 

(U/zM*#*##}  We  substantiated  an  allegation  lh.it 
JIEDDO  collected  U.S.  person  information. 

We  found  that  JIEDDO: 

•  Leadership  directed  analysts 
to  intentionally  collect  open-source  data  on  U.S. 
companies  violating  DoD  5240.1  R; 

•  (U//l'OH»)  Collected  on  U.S.  persons  to 
support  hostage  rescue  violating  DoD  5240  1-R; 

•  (U/ZWUQ)  Collected  on  a  former  U.S. 
Marine  Reservist  and  legal  U.S.  residents 
violating  DoD  5240.1-R; 

•  (U//EOUO)  Collected  telephonically  from 
Afghan  farmers  in  Afghanistan  using  alias  and 
unauthorized/uncoordinated  cover  as  a  U.S. 
university  student  violating  DHE-M  3301.002 
"Defense  Human  Intelligence  (IIUMINT) 
Enterprise  Manual;”  and 


•  (U//P3UQ)  We  referred  seven  issues  tor 

appropriate  action. 


(U//TOUO)  We  recommend  that  the  Deputy  Secretary  of  Defense: 

1.  (U//r0U0)  Determine  if  JIEDDO  should  be  designated  a  DoD 

intelligence  component  and  incorporated  into  DoD  5240.1-R  and  DoDD 
2000.  IDE; 

2  (IJ//r0U<>)  Approve  DoDD  2000.19E  to  reflect  JIEDDO’s  authorized 
intelligence  functions,  roles  and  responsibilities,  and  assign  an 
executive  agent  for  IIEDDO’s  external  intelligence  oversight; 

3.  (U//PSW3)  Direct  JIEDDO  It)  participate  only  In  tasks  directly 
related  to  its  specified  counler-IOD  mission; 

4.  (U/Z^iGtHh  Determine  whether  JIEDDO’s  mission  evolution  from 
"defeat  the  network"  to  "attack  the  network"  is  in  accordance  with 
DoDD  2000.19E;  and 

5.  (U/ZWJWP)  Create  an  internal  Inspector  General  position  for  JIEDDO  to 
oversee  the  organization's  intelligence  oversight  program. 

(U//KHJQ)  Wc  recommend  that  the  Director,  JIEDDO: 

6.  (U//ROUO)  Cease  collection  activities  pending  OSD  authorization; 

7.  (U//I'UKUJ  Authorize  the  COIC  to  till  the  existing  Deputy  General 
Counsel  for  Operations  and  Intelligence  billet; 

8.  (U//r0U0)  Review  hardcopy  and  softcopy  holdings  for  U.S.  persons 
information,  and  delete  or  retain  in  accordance  with  DoD  5240.1-R; 

9.  (U//4i»fcW>)  Review  internal  procedures  and  legal  opinions  to  ensure 
that  collecting  on  U.S.  persons  is  in  accordance  with  Title  10  U.S.C,  E0 
12333,  DoD  5240.01  series,  and  other  applicable  policies  and 
instructions;  and 

10.  (U//H'H'H»)  Tailor  | lEDUU’s  intelligence  oversight  training. 

(U)  Management  Comments  and  Our  Response 

(U//P0U0)  We  considered  comments  front  the  Acting  Deputy  Secretary  of 
Defense  and  the  Director,  JIEDDO  in  preparing  the  final  report.  The  Acting 
Deputy  Secretary  of  Defense  determined  there  was  no  requirement  to  designate 
JIEDDO  as  a  Defense  Intelligence  Component,  noil-concurred  with  suspending 
the  JIEDDO’s  current  intelligence  collection  activities,  but  directed  the  Under 
Secretary  of  Defense  for  Intelligence  to  establish  guidance  concerning  JIEDDO’s 
collection  authorities.  The  residual  management  comments  were  generally 
responsive.  We  remain  concerned  about  the  ambiguity  of  JIEDDO's  current 
mission,  authorities  and  compliance  with  DoD  5240. 1  -R.  Wc  look  forward  to 
reviewing  the  Undersecretary  of  Defense  for  Intelligence's  clarifying  guidance 
to  JIEDDO. 
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Recommendations  Table 


Management 

Recommendations  Requiring 
Comment 

No  additional  Comments 
Required 

Deputy  Secretary  of  Defense 

Recommendations  (A.l;  E.l), 
(A.2;  D.l;  E.2) 

Recommendations  A. 3,  A.4,  A.5 

Director,  Joint  IED  Defeat 
Organization 

Recommendations  A.6,  A.9 

Recommendations  A.7.,  (A.8;  B.3; 
C.3),  (A.  10;  B.4;  C.4.;  D.4) 

Where  a  given  recommendation  was  made  in  response  to  more  than  one  finding,  the 
multiple  recommendations  are  listed  within  parentheses  to  designate  their  status  as  a 
group. 

(A.l;  E.l)  Recommendations  A.l  and  E.l  are  identical. 

(A.2;  D.l;  E.2)  Recommendations  A.2,  D.l,  and  E.2  are  identical. 

(A.5;  B.l;  C.l;  D.2)  Recommendations  A. 5,  B.l,  C.l,  and  D.2  are  identical. 

(A.7;  B.2;  C.2;  D.3)  Recommendations  A. 7,  B.2,  C.2,  and  D.3  are  identical. 

(A.8;  B.3;  C.3)  Recommendations  A.8.,  B.3,  and  C.3  are  identical. 

(A. 10;  B.4;  C.4;  D.4)  Recommendations  A. 10,  B.4,  C.4,  and  D.4  are  identical. 
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Distribution: 

OoD  Organizations 

Deputy  Secretary  of  Defense 
Undersecretary  of  Defense  for  Intelligence 
Under  Secretary  of  Defense  for  Policy 
Director,  Defense  Intelligence  Agency 
Inspector  General,  Defense  Intelligence  Agency 
Director,  Joint  IFD  Defeat  Organization 

Non-DoD  Organizations 

Inspector  General,  Director  of  National  Intelligence 
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(U)  Introduction 

(U)  Objective 

(Liy/frO^#)  We  conducted  this  investigation  in  response  to  a  May  2,  2012,  DoD  IG  Hotline  allegation 
of  unauthorized  collection  of  information  on  U.S.  persons  by  the  Joint  Improvised  Explosive  Device 
Defeat  Organization  (JIEDDO)  Counter-IED  Operations/Intclligence  Integration  Center  (COIC), 
hereafter' referred  to  as  the  "COIC.”  This  investigation's  objective  was  to  determine  if  the  COIC 
followed  appropriate  laws,  regulations,  and  procedures  on  collecting,  processing,  storing,  and 
disseminating  U.S.  persons  information. 

(U)  Background 

(U //FQUO)  In  February  2006,  DoD  Directive  (DoDD)  2000.19E,  "Joint  Improvised  Explosive  Device 
Defeat  Organization  (JIEDDO),"  established  JIEDDO  as  a  joint  entity  and  jointly-manned  DoD 
activity.  Its  mission  was  to  "focus  (lead,  advocate,  coordinate)  all  DoD  actions  in  support  of  the 
combatant  commanders'  and  their  respective  Joint  Task  Forces'  efforts  to  defeat  Improvised 
Explosive  Devices  (I ED)  as  weapons  ofstrategic  influence."  As  reported  by  the  Government 
Accountability  Office  (GAO),  JIEDDO  was  directed  to  identify,  assess,  and  fund  initiatives  that 
provide  specific  counter-IED  solutions.  The  JIEDDO  director  was  authorized  to  approve  joint  I  ED 
defeat  initiatives  valued  up  to  $25  million  per  initiative  and  make  recommendations  to  the  Deputy 
Secretary  of  Defense  (DEPSECDEF)  for  initiatives  valued  over  $25  million.  The  Secretary  of  Defense 
assigned  the  Secretary  of  the  Army  as  the  Executive  Agent  for  [lEDDO’s  administration  function 
while  maintaining  JIEDDO’s  operational  functions  at  the  Office  of  the  Secretary  of  Defense 
(OSD)-level;  with  the  Director,  JIEDDO,  reporting  directly  to  the  Deputy  Secretary  of  Defense. 

DoDD  2000.19E  assigned  the  Director,  JIEDDO,  tho  intelligence-related  task  to  "Establish  a  Joint 
Common  Operational  Picture  and  Joint  Common  Intelligence  Picture  of  the  IED  system  In  the  Global 
War  on  Terrorism.” 

COIC,  reported  that  in  an  effort  to  increase  the  Department's  and  the 
supported  combatant  command’s  (COCOM)  awareness  and  understanding  of  the  enemy  networks 
supporting  the  IED  problems,  General  Montgomery  Meigs,  U.S.  Army  (retired),  JIEDDO's  former 
director,  established  the  Counter-IED  Operational  Integration  Center  (COIC)  in  20U6.  An 
August  22,  2007,  JIEDDO  memorandum,  subject:  "Establishment  of  the  Counter-IED  Operational 
Integration  Center  (COIC),"  COIC  Response  to  Efficiency  Study  said  that: 


DODIG-2014-055  |  1 

SECnET//NOFORW 


SECRET//WOFORW 


the  Director,  Joint  improvised  Explosive  Device  Defeat  Organization  (J1EDD0),  in 
coordination  with  the  Deputy  Secretary  of  Defense  and  Vice  Chairman  of  the  Joint 
Chiefs  of  Staff,  approved  the  establishment  of  the  Counter-IED  Operational 
Integration  Center  (COIC)....  on  17  March  2006.  The  formal  activation  of  the  COIC  as 
an  organization  was  effective  1  August  2006. 

In  February  2011,  the  COIC  was  renamed  the  Counter-IED  Operations/Intelligence  Integration 
Center  (COICJ  and  became  JIEDDO's  sole  intelligence  component. 

(U//FOUO)  The  COIC  was  created  after  DoDD  2000.19E  was  written;  therefore,  it  did  not  articulate 
the  COIC's  authorities,  roles,  and  responsibilities.  However,  JIEDDO  Instruction  5240.01  stated  that 
the  COIC’s  mission  was  to  support: 

all  Combatant  Commands,  the  JIEDDO  Counter-IED  Operations/Intelligence 
[Integration]  Center  (COIC)  harnesses,  masses,  and  fuses  information,  analysis, 
technology,  interagency,  (sic)  collaboration,  and  training  support  to  enable  more 
precise  attacks  to  defeat  networks  which  employ  IEDs.  Be  prepared  to  provide 
analytical  support  and  enemy  network  information  to  other  Government 
Organizations  and  Coalition  partners. 

(IV/FOtHI))  The  JIEDDO  Organization  and  Function  Guide  (JOFG),  of  January  21, 2011,  gave  the 
following  mission  guidance  to  the  COIC: 

(U)  COIC  1  -  In  direct  support  of  all  Combatant  Commanders  and  the  JIEDDO, 
support  and  sustain  an  autonomous  operations  integration  center  with  analytical, 
technology,  and  training  support  capabilities  and  sustain  an  integrated  operations 
and  intelligence  picture  of  all  data  resulting  from  the  collection,  analysis,  and 
dissemination  of  information  related  to  the  activities  and  capabilities  of  violent 
extremist  networks  globally  [in  order  to]  enable  tactical,  operational  and  strategic 
planning  and  operations. 

(IJ)  COIC  2  -  Create  and  sustain  partnerships  and  leverage  the  capabilities  of  the 
intelligence  community  and  inter-agency  [in  order  to]  benefit  from  their  intelligence 
collection  strategies  and  their  exploitation,  analysis,  and  dissemination  of 
information  related  to  the  activities  of  violent  extremist  networks  globally. 

(U//POUO)  COIC  leadership  provided  an  overview  brief  on  July  16, 2012,  which  stated  the  COIC 
was  not  authorized  to  conduct  intelligence  collection  missions.  The  leadership  further  said  that  the 
COIC  had  no  authority  to  collect  information  on  U.S.  persons  and  must  adhere  to 
Executive  Order  12333  and  DOD  Regulation  5240.1-R.  In  a  memorandum  dated,  August  09,  2012, 


DODJG-2014-055  |  2 

SECRET  / /NQFORN 


SECRET//NOFQRN 


the  Vice  Director,  JIEDDO,  responded  to  a  DoD  IG  data  call  stating  that  neither  "J I EDDO  nor  the  COIC 
collects  information  on  U.S.  persons." 

(U//FOUO)  A  COIC  senior  leader  said  the  COIC  created  the  Open  Source  Analysis  Augmentation 
Center  (OSAAC)  to  review  and  research  newspapers  and  other  publicly-available  data  to  support 
JIEDDO  requirements.  In  the  senior  leader’s  opinion,  publicly-available  data  relating  to  JIEDDO's 
mission  could  be  used,  even  if  it  were  open-source  data  on  U.S.  persons.  Another  senior  leader  said 
the  OSAAC  provided  open-source  support  to  JIEDDO's  counter-lED  mission  and  the  OSAAC  created 
40-50  open-source  analytical  products  per  month.  Senior  analysts  at  the  OSAAC  stated  their  open 
source  research  did  not  consist  of  intelligence  collection  because  it  was  open  source  and  because 
the  OSAAC  did  not  label  its  products  as  "intelligence."  The  DoD  Office  of  General  Counsel  said  that 
other  than  a  JIEDDO  General  Counsel's  legal  opinion,  of  December  4,  2012,  the  DoD  Office  of  General 
Counsel  did  not  know  of  any  other  legal  opinion  about  establishing  the  COIC’s  OSAAC. 

(UZ/WHOJ  Finally,  JIEDDO  responded  to  a  2012  Office  of  the  Secretary  of  Defense  Cost  Analysis 
Program  Evaluation  study  that  stated  the  COIC  was  organized  into  six  divisions  (Operations, 
Net-Centric  Innovation,  Mission  Integration,  Mission  Support,  Training  Integration,  and  Operations 
Research/Systems  Analysis)  under  the  Command  Group.  The  COIC  required  personnel  strength 
totaled  1,359  individuals  (12  military,  46  government,  and  l,301contractors.) 

(I J)  Scope  and  Methodology 

(U)  We  conducted  this  investigation  from  June  2012  to  January  2013,  in  accordance  with  the 
Council  of  the  Inspectors  General  on  Integrity  and  Efficiency  Quality  Standards  for  Inspection  and 
Evaluation.  We  focused  on  whether  the  COIC  collected  information  about  U.S.  persons1.  Our 
investigation  encompassed  over  40  interviews  of  subject-matter  experts,  including  JIEDDO 
Headquarters  and  COIC  government  and  contract  personnel,  and  officials  from  the  Under  Secretary 
of  Defense  for  Intelligence  (OUSD(l)). 


1  (U)  According  to  DoD  5240.1-R,  the  term  "United  States  person"  means: 

A  United  States  citizen;  An  alien  known  by  the  DoD  intelligence  component  concerned  to  be  a  permanent  resident  alien;  An 
unincorporated  association  substantially  composed  of  United  States  citizens  or  permanent  resident  aliens; 

A  corporation  incorporated  In  the  United  States,  except  for  a  corporation  directed  and  controlled  by  a  foreign  government  or 
governments.  A  corporation  or  corporate  subsidiary  incorporated  abroad,  even  if  partially  or  wholly  owned  by  a  corporation 
incorporated  in  the  United  Slates,  is  not  a  United  States  person.  A  person  or  organization  outside  the  United  States  shall  be 
presumed  not  to  be  a  United  Stales  person  unless  specific  information  to  the  contrary  is  obtained.  An  alien  in  the  United  States  shall 
be  presumed  not  to  be  a  United  States  person  unless  specific  information  to  the  contrary  Is  obtained.  A  permanent  resident  alien  is 
a  foreign  national  lawfully  admitted  into  the  United  States  for  permanent  residence. 
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(U)  Finding  A:  The  COIC  Improperly  Collected 
Information  on  U.S.  Persons 


(U//FOUO)  Our  investigation  substantiated  the  allegation  that  COIC  personnel  improperly  collected 
information  about  U.S.  persons.  At  the  direction  of  COIC  and  JIEDDO  leadership,  analysts  collected 
information  on  U.S.  companies  and  their  CEOs,  U.S.  hostages  held  by  foreign  extremists,  and  specific 

K'  '  ‘ ' 

IJ.S.  persons.  In  addition,  COIC  analysts  improperly  collected  intelligence  using  aliases  and 
uncoordinated  cover.  Asa,  result,  COIC  leadership  and  analysts  actions  violated,  or  were 
inconsistent  with,  Executive  Order  12333,  "United  States  Intelligence  Activities";  DoD  5240.1-R, 
"Procedures  Governing  the  Activities  of  DOD  Intelligence  Components  That  Affect  United  States 
Persons";  and  DoD  Joint  IED  Defeat  Organization  Instruction  5240.01,  "jlEDDO  Intelligence 
Oversight";  as  well  as  DoDD  S-5200.37  "Management  and  Execution  of  Defense  Human  Intelligence 
(HUMINT);"  and  DHE-M  3301.002  ’  Defense  Human  Intelligence  (HUMINT)  Enterprise  Manual, 
Volume  II:  Collection  Operations." 


JIEDDO  (l>M6).  (t))(7KC) 


(U)  Collection  on  U.S.  lompames  and  CEO; 

(U//FOUO)  Contract  analysts  at  the  COIC,  at  the  direction  of  j 

HillgijgH  JIEDDO.  and  other  senior  JIEDDO  and  COIC  leadership,  intentionally  collected 
open-source  data  on  the  following  U.S.  companies: 


IFDDO  (OM7XA) 


The  collection 

occurred  from  2011  through  2012,  began  his  endorsement  not  later  than 

August  2012.  One  senior  government  analyst  expressed  concerns  about  the  collection  to  COIC 
leadership  and  the  COIC  Intelligence  Oversight  Officer.  But  the  analyst  was  told  byppg^^ 

thatflJBBSKBI  wanted  this  information 
collected  and  that  the  analyst  "should  do  it."  When  the  analyst  refused, ( 


removed  him 

from  the  FATIMA  Group2  project  The  senior  analyst  said  he  believed  he  was  removed  to  protect 
him,  and  not  as  a  way  to  retaliate  against  him.  According  to  a  COIC  senior  analyst,  the  Defense 
Intelligence  Agency  conducted  a  deep-dive  study  into  the  FATIMA  Group  and  found  no  illicit 
activities. 


said  that  as  of  August  2ftl  2,  JIEDDO  had  not  established  a  terrorism  nexus 
with  the  FATIMA  Group.  The  analysts'  collection  or  the  data,  and  the  orders  from  and 

olher  senior  leaders,  violated  DoD  5240.1-R  because  no  "reasonable  belief’  was  established  that 


’  (U//TOU0)  The  FATIMA  Group  is  a  Pakistani  conglomerate  based  in  Lahore,  Pakistan,  that  manufactures  calcium  ammonium 
nitrate,  which  is  "cooked  down '  to  Ammonium  Nitrate  and  used  by  teriorists  and  Insurgent  groups  in  Afghanistan  as  an  explosive 
material  in  Improvised  Exp'osive  Devices  (lEOs).  According  to  multiple  subject  matter  experts  at  JIEDDO,  up  to  80%  ot  the  lEDs  used 
in  attacks  on  Coalition  Farces  in  Afghanistan  were  made  using  Ammonium  Nitrate  that  originated  as  FATIMA  Group  calcium 
ammonium  nitrate  fertilizer. 
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these  U.S  entities  were  associated  with  the  Counter  IF.D  threat  nr  with  terrorist-sponsored  or  illicit 
organizations. 


(TJ//FOUO)  According  to  a  C01C  analyst  from  the  C01C  Threat  Development  Cell, 
directed  that  the  COIC  collect  information  on  U.S.  companies  that  did  business  with  FATIMA 
Fertilizer  (a  fertilizer  subsidiary  of  the  FATIMA  Group)  to  determine  which  U.S.  companies  could  be 
approached  to  request  support  in  pressuring  the  FATIMA  Group.  Another  senior  COIC  analyst  said 
pressured  the  COIC  to  collect  information  about  U.S.  companies  that  were  affiliated 
with  the  FATIMA  Group  and  that  the  analyst  felt  pressure  from  to  investigate  these  U.S. 

businesses.  The  analyst  sent  a  July  13,  2012,  email  to  the  COIC's  Intelligence  Oversight  officer 
regarding  the  COIC's  authority  to  collect  and  retain  information  about  U.S.  businesses  associated 
with  the  FATIMA  Group.  According  to  the  email  chain,  as  of  July  31,  2012,  the  Intelligence 
Oversight  officer  had  not  responded  to  the  question.  The  analyst  said  the  Intelligence  Oversight 
officer  later  gave  a  verbal  response  thatj||jjjjj^^^2  request  could  not  be  supported  due  to  a  lack 
of  derogatory  information  associated  with  the  U.S.  entities. 


In  August  2012,|)l^jj|j^|jj^^y  told  his  senior  staff  that  he  wanted  to  examine  U.S. 
companies  who  provided  equipment  or  funding  to  the  FATIMA  Group.  According  to  an  August 
1,  2012,  email  response  from  j 
understood  that! 


JEDDO  (b)(6).  (bH/MC) 


JIEDDO  (bK6).  (b)(7)(C) 


assignment  was  to  research  the  FATIMA  Group.  checked 

Dunn  &  Bradstreef  for  U.S.  holdings  and  sent  a  Request  for  Information  to  CIA  for  any  links 
between  Fatima  Group  and  U.S.  companies  and  any  observable  terrorist  activity.  told 

senior  JIEDDO  officials  that  because  JIEDDO  had  nut  established  a  terrorism  nexus  with  FATIMA, 
CIA  may  not  accept  the  request.  replied  to|P§ 

Mg  that  the  information  JIEDDO  leadership  sought  was  similar  to  a  mergers  and  acquisition 
analysis  and  represented  action  a  company  would  take  if  it  was  interested  in  buying  FATIMA. 
te||  said  that  the  information  would  give  a  full  profile  with  whom  the  FATIMA  Group  conducted 
business,  beyond  U.S.  companies  and  interests, 


|  said  the  information  would  obviously 
contain  an  abundant  amount  of  financial  and  investor  data  that  would  illuminate  with  whom 
FATIMA  interacted,  and  would,  if  all  preceded  smoothly,  give  JIEDDO  options  for  potential 
direct/indirect  actions  that  could  be  leveraged  through  JIEDDO's  Whole-of  Government1  partners 
and  [government]  allies. 


[iV//HKh  TO  USAHSArWVWj 


JIEDOO  IbUli  I  410  (hll6)  lt))l7XC) 


1  (U)  Dunn  &  Bradstreel  is  a  public  company  that  licenses  information  on  businessesand  corporaticns  lor  use  in  credit  decisions, 
business-to-business  marketing,  and  supply  chain  management.  Dunn  &  Bradstreet  maintains  information  on  more  than  220  million 
companies  worldwide. 

4  (U)  JIEDOO  maintains  partnerships  with  Government  agencies,  non  governmental  organizations,  national  laboratories,  international 
partners,  and  others  to  synchronize  their  counler-thrpat  r.ptvvork  capabilities  and  actions. 
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[JIEDDO  (bHD.  1  4(c) 


(U//FOUO)  A  member  of  |lEDDO’s  Homemade  Explosives  Task  Force  said  that  in  about  September 
2012,  JIEDDO  began  receiving  information  about  U.S.  companies  which  did  business  with  the 
FATIMA  Group,  how  much  stock  the  U.S.  companies  had  in  the  FATIMA  Group,  and  the  FATIMA 
Group's  plans  to  expand  into  the  United  States.  The  memhersaid  that  planned  to  meet 

with  financial  institutions  that  conducted  business  with  the  FATIMA  Group,  but  that  the 
appropriate  member(s)  of  the  interagency  team,  with  embedded  support  from  JIHDDO  liaisons,  did 
most  engagements.  The  member  said  that,  other  than  the  biographies  of  those  persons  the  JIEDDO 
Director  was  meeting  with,  the  Homemade  Explosives  Task  Force  did  not  store  any  data  on  U.S. 
persons.  However,  we  discovered  a  point  paper  that  contained  data  regarding  several  U.S. 
companies.  The  undated  Homemade  Explosives  Task  Force-produced  “WHOLE  of  INDUSTRY" 
paper  stated: 

The  September  2012  Non-Attritable  [sic]  negative  article  on  Fatima5  will  have  some 
unintended  consequences.  Gov't  to  Gov't  contact  about  Fatima  is  not  working,  we 
need  to  utilize  corporate  and  industry  association  partnerships  to  gain  the  positive 
effects  on  the  battlefield. 

The  paper  further  stated:  ''All  of  this  information  can  be  captured  on  open  source,  business 
information  links  and  then  converted  into  intelligence  we  can  use  to  leverage  our  negotiations  with 
FATIMA  Group  and  Pakistan.”  Among  areas  to  he  pursued  for  discussion,  the  paper  also  stated: 
"Identify  all  assets  and  companies,  parent  company,  subsidiaries,  joint  ventures,  and  other 
relationships,  etc.  Check  for  legitimate  nature  and  for  any  connections  lo  suspect  firms,  business 
leaders/management,  foreign  partnerships  (Germany,  Denmark,  IIS,  I IAF,  KSA,  etc.).''  The  paper 
further  stated: 


(O)see 


JIEDDO  (b) 


Into  view  ic:lion 
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Cased  on  CONSUL  Report,  Fatima  reported  they  were  building  on  past  engagement 
withmi,  Fatima  continues  to  work  on  developing  fertilizer  formulations  that 
boost  agricultural  efficiency  and  are  more  difficult  to  convert  into  explosive  use'- 
what  do  we  know  about  efforts  and  work  with  Fatima  Group?  Did  they 

submit  for  the  BAA6  that  JIFDDO  published  recently? 


The  paper  added: 


FATIMA  has  existing  relationships  with  numerous  western  organizations,  including 


JIEDuO  (b)(7)(A) 


JIEDDO  (bK7)(A) 


1  and 


J  EDDO  (b)(7)(A) 


_ |  (who  have  a  long  term  partnership),  but  the  j 

has  been  assigned  as  'Market  Maker'  for  FATIMA  in  order  to  facilitate  their  trading 
on  the  over-the-counter  (OTC)  market  in  the  USA.  The  Homemade  Explosives 
Community  of  Seniors7  stated  in  yesterday’s  VTC  [Video  Teleconference]  that 
applying  pressure  to  these  partner  companies  is  a  possible  course  of  action.  By 
approaching  these  partner  companies  -  and  their  shareholders  --  and  making  them 
aware  that  they  are  associated  with  a  company  whose  product  is  being 
misappropriated  causing  1UU4U  casualties  in  2U11  alone,  FATIMA  may  be 
encouraged  to  become  more  cooperative... 

in  discussing  Pakistani  chromate8  mining,  the  paper  stated:  "The  majority  of  these  deposits  arc 
mined  according  to  lease  with  the  government  of  Pakistan  and  controlled  primarily  by  a  company 
called  This  company  in  turn  is  00%  owned  by  an  American  mining 

company  called) 


JIEDDO  (b)(7)(A) 


(U//FOUO)  According  to  a  COIC  senior  official,  the  COIC  began  using  the  Dunn  &  Bradstreet 
database  to  examine  business  connections  in  late  2011.  But  the  Dunn  &  Bradstreet  database  did 
not  help  as  much  as  the  COIC  analysts  had  hoped.  and  said  that  since 

September  2012,m^^^^^m  as  part  of  its  general  intelligence  analysis  contract  with  the 
COIC,  used  a  web  crawler9  called  Halogen  to  mine  open-source  internet  data  to  examine  business 
information.  The  business  information  included  the  names  ofcompany  leadership  and  the  types  of 
services  the  companies  provided  for  businesses  working  with  the  FATIMA  Group.  said 

the  Halogen  tool  works  much  better  at  examining  company  relationships.  The  Halogen  Team 
produced  an  undated  briefing  entitled,  "Fatima  Group  U.S.  Company  Associations,"  which  listed 

~l,  and  described  the  core  expertise, 


JIEDDO  (b)(7)(A) 


‘  (U)  A  JIEDDO  Broad  Agency  Announcement  (BAA)  is  a  competitive  solicitation  procedure  used  to  obtain  proposals  for  basic  and 
applied  research. 

'  (U//i  QUO)  Every  sis  weeks,  Director,  JIEDDO,  chairs  a  VTC  meeting  with  senior  leaders  from  the  interagency  members,  including 
Department  of  Commerce,  Department  of  Treasury,  Department  of  Justice,  Intelligence  Communlt/  A?encies,  and  others. 

“  (U)  Chromate  is  used  in  the  manufacture  of  stainless  steel 

9  (U)  A  computer  progiam  that  automatically  and  systematically  retrieves  web  pages  foi  use  by  search  engines 
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involvement  with  Fatima,  work  performed,  ongoing  relationship,  and  key  personnel  of 


JIEDDO  (l>X7XA) 


(U//FOUQ)  According  to  the  DoD  Office  of  General  Counsel,  other  than  a  J1EDD0  General  Counsel 
legal  opinion  of  December  4,  201 Z,  the  DoD  Office  of  General  Counsel  was  unaware  of  any  law, 
policy,  or  legal  opinion  specifically  regarding  JIEDDO's  authorities  to  engage  and  influence  U.S. 
persons'  (as  defined  in  DoD  5240.01-RJ  foreign  investments  or  trade  for  the  purpose  of  coercing  a 
foreign  business  to  alter  the  production  standard  of  its  legitimate  products  sold  outside  the  United 
States. 


(U)  Collection  on  U.S.  Persons  Held  as  Hostages 

(U//FOUO)  Contract  analysts  and  government  supervisors  in  the  COlC's  Special  Operations  Task 
Force  collected  information  about  named  U.S.  persons  held  captive  by  extremists.  According  to 
COIC  officials,  U.S.  person  data  --  analyzed  and  amplified  by  Special  Operations  Task  Force  analysts  - 
-  was  used  to  support  operations  to  rescue  or  recover  the  U.S.  hostages.  DoD  5240.1-R,  paragraph 
C2.3.11,  allowed  information  to  be  collected  about  U.S.  persons  held  hostage  by  international 
terrorist  organizations.  Paragraph  C2.3  stated  that  a  DoD  intelligence  component  may  collect  the 
information  only  if  it  were  necessary  to  conduct  a  function  assigned  to  the  collecting  component. 
JIRDDO  had  no  hostage  rescue  mission  to  collect  information  about  these  U.S.  persons  and  therefore 
violated  DoD  5240.1-R. 

(U)  Collection  on  a  U.S.  Military  Person 

(U)  According  to  press  reports,  on  June  17,  2011,  a  named  U.S.  person,  who  was  a  Marine  Corps 
Reserve  lance  corporal,  was  arrested  near  the  Pentagon  in  Arlington  National  Cemetery  while 
carrying  suspected  bomb- making  materials  and  pro-al  Qaida  literature.  A  COIC  analyst  said  that  on 
the  day  ofllie  arrest, directed  the  COIC  to  collect  information  about  the  named  U.S. 
person.  According  to  the  analyst, said,  "d°  not  worry  about  any  regulations,  this  relates 
to  bombs."  The  analyst  said  that  a  COIC  law  enforcement  liaison  had  already  retrieved  the  U.S. 
person's  social  security  number  and  given  it  to  COIC  analysts  to  be  researched.  This  domestic 
collection  on  U.S.  persons  violated  DoD  5240.1-R  because  domestic  collection  fell  outside  JIEDDO's 
jurisdiction  and  the  foreign  intelligence  function  assigned  to  the  COIC. 


DM  II 


mm 


JEODO  (D)(1)  I  4(< ) 
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(U)  A  May  31,  2011,  press  report  stated  the  following: 

The  FBI  began  to  investigate  Alwan  in  September  2009...  Alwan  allegedly  was  part 
of  the  insurgency  from  2003  until  May  2006,  when  he  was  arrested  by  Iraqi 
authorities.  Although  both  Alwan  and  Hammadi  were  arrested  by  Iraq  security 
forces  in  2UU6,  they  were  allowed  to  enter  the  United  States  as  refugees  in  April  and 
July  2009,  respectively. 

(U)  According  to  Title  10  United  States  Code,  Section  371: 

a.  The  Secretary  of  Defense  may,  in  accordance  with  other  applicable  law,  provide  to 
Federal,  State,  or  local  law  enforcement  officials  any  information  collected  during 
the  normal  course  of  military  training  or  operations  that  may  lie  relevant  to  a 
violation  of  any  Federal  orState  law  within  the  jurisdiction  of  such  officials. 

b.  The  Secretary  of  Defense  shall  ensure,  to  the  extent  consistent  with  national 
security,  that  intelligence  information  held  by  the  DoD  and  relevant  to  drug 
interdiction  or  other  civilian  law  enforcement  matters  is  provided  promptly  to 
appropriate  civilian  law  enforcement  officials. 

(U//FOWOJ  JIEDDO  supports  the  DoJ  and  the  FBI.  According  to  Chapter  IB,  Title  10,  U.S.  Code, 
JIEDDO  can  support  civilian  law  enforcement,  through  USNORTHCOM,  on  matters  within  the 
purview  of  The  Military  Cooperation  with  Civilian  Law  Enforcement  Agencies  Act  of  1981.  A 
senior  COIC  official  said  that  the  COIC  assisted  law  enforcement  agencies  normally  under  the 
nexus  of  forensics  for  an  IED  event.  However,  according  to  the  COIC  officials,  legal  reviews  are 
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not  normally  done  on  products  provided  to  support  law  enforcement;  the  Intelligence  Oversight 
officer  does  the  review.  Additionally,  products  released  to  third-party  agencies  do  not  always  go 
through  an  10  review  and  people  may  not  understand  the  requirement  or  procedure  for  adding 
groups  to  the  "addressee  line." 

CU//F6U0)  Another  senior  JIEDDO  official  said  that  JIEDDO  indirectly  supports  Law 
Enforcement  (I.E)  because  the  [Homemade  Explosive]  (HMEJ  Task  Force  led  a  weekly  VTC 
roundtable,  which  included  members  of  the  LE  community.  This  senior  |1EDD0  official  said  the 
HME  Task  Force's  role  was  to  "play  matchmaker,"  connecting  organizations  with  data  or 
intelligence  with  the  organizations  that  could  best  use  that  data  or  intelligence.  A  senior 
JIFDDO  official  said  that  as  an  example  of  the  HME  Task  Force's  "matchmaker"  role,  it  put  the 
International  Security  Assistance  Force  (ISAF)  in  contact  with  organizations  responsible  for 
border  security  in  Afghanistan.  Citing  another  example  of  '  matchmaking",  this  senior  JIEDDO 
official  said  that  the  IIMETask  Force  linked  British  personnel,  who  were  focused  on  the  Taliban, 
with  the  appropriate  U.S.  agency.  A  USD(I)  representative  said  he  was  unaware  of  any  JIEDDO 
authority  to  assist  law  enforcement,  and  another  USD(I)  representative  said  JIEDDO  is  not 
authorized  to  assist  law  enforcement,  but  USD(l)  knows  JIEDDO  does,  in  fact,  provide  such 
assistance. 

(U)  Regarding  DoD  intelligence  support  to  civilian  law  enforcement  agencies,  JIEDDOI  5240.01 
provided  the  following  guidance: 

4g.  When  a  request  for  support  to  a  civilian  law  enforcement  agency  involves  the 
provision  of  [foreign  intelligence!  FI  or  [countcrintelligencej  Cl  support,  it  is 
considered  an  intelligence  activity,  subject  to  10  and  is  processed  in  accordance  wilh 
Procedure  12  of  [DoD  Regulation  5240.1-RJ  and  DoDD  5525.5  [DoD  Cooperation 
with  Civilian  Law  Enforcement  Officials!.  When  the  requested  DoD  intelligence 
component  capability  support  to  civilian  law  enforcement  agencies  docs  not  involve 
FI  or  Cl,  it  must  be  processed  in  accordance  with  [DoDD  5525.5J  and  be  approved  by 
the  Secretary  of  Defense  or  his  delegate. 

(IJ)  foreign  Intelligence  Loll^rtion  tiy  a  LOU  Contract 


(U//fOWj  We  found  that 


J  EODO  U>XG).  (I>X' HC) 


I,  a  contract 


analyst  at  the  COIC's  OSAAC 


collected  information  by  telephone  from  Afghan  farmers  in  Afghanistan  by  using  both  a  notional 
alias  and  an  unauthorized  and  uncoordinated  notional  cover  as  an  American  university  student. 


JIEODCI  (HX6),  (l»(7XC) 


was 


J  FDDO  (bXo),  ll>X7XC) 


I  who,  in  addition  to  working  as  a  contract  analyst  for  the  COIC 


OSAAC,  also  worked,  and  continues  to  work, 
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JIEDDO  (0X6).  (bX7KC) 


_  She  said  that  in  2009  ail  OSAAC  co-worker,  wliose  name  she  could  not  recall, 

requested  that  she  telephone  farmers  in  Kandahar,  Afghanistan,  and  ask  about  their  crops  and 


EODO  (bX6).  (bH/KC) 


said  the  co-worker  suggested 


opinions  on  the  Coalition  war  effort  in  that  country.  J _ 

that  she  tell  the  farmers  that  she  was  a  U.S.  college  student  doing  research  for  a  paper. 

|  said  she  was  uncomfortable  making  the  phone  calls,  and  after  two  days,  refused  to 


JIEDDO  (b)(6).  (bX7XC) 


continue. 


JIEDDO  (bX6).  (I>X7KC) 


|  said  the  co-worker  no  longer  worked  for 
OSAAC.  The  uncoordinated  collection,  using  an  alias  and  university  cover,  was  not  consistent  with 
DHE-M  3301.002  "Defense  Human  Intelligence  (HUMINT)  Enterprise  Manual,  Volume  II:  Collection 
Operations,"  chapter  1,  paragraph  2,  which  required  that  "appropriately  trained  and  certified 
individuals  are  the  only  personnel  authorized  to  conduct  HUMINT10  operations  beyond  tactical 
questioning.  Therefore,  the  collection  violated  DoDD  S-5200.37  "Management  and  Execution  of 
Defense  Human  Intelligence  (HUMINT)"  enclosure  2,  paragraph  3  h,  which  stated  that  Defense 
HUMINT  Executors  will  "Require  personnel  conducting  HUMINT  activities  to  be  trained  in 
accordance  with  core  common  tradccraft  standards,  established  in  consultation  with  the  Defense 
HUMINT  Manager,  USJFCOM,  and  the  National  HUMINT  Manager  in  accordance  with 
[DoD  Instruction  3305.15,  "DoD  Human  Intelligence  (HUMINT)  Training,"  February  25,  2008J,  and 
consistent  with  [Director  of  National  Intelligence,  Intelligence  Community  Directive  Number  304, 
“Human  Intelligence,"  March  6,  2008]." 


(U)  The  COIC's  Collection  of  Information  Utilizing 
Facebook/Twitter  and  Use  of  Aliases 


10  (U)  Joint  Publication  102  defines  Human  Intelligence  or  HUMINT  as:  'A  category  of  Intelligence  derived  from  Information 
collected  and  provided  by  human  sources" 
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JIEODO  (l))(1).  1  4(C).  (I>H6).  (h)(7)(C) 


(U)  Conclusion 

(U//I‘OUO)  Our  investigation  substantiated  the  allegation  that  the  COIC  improperly  collected 
information  about  U.S.  persons  without  proper  authority.  In  addition,  COIC  analysts  improperly 
collected  intelligence  using  aliases  and  uncoordinated  cover.  These  actions  violated,  or  were 
inconsistent  with.  Executive  Order  12333,  "United  States  Intelligence  Activities";  DoO  5240.1 -R, 
"Procedures  Governing  the  Activities  of  DOD  Intelligence  Components  That  Affect  United  States 
Persons";  and  DoD  Joint  IED  Defeat  Organization  Instruction  5240.01,  “JIEDDO  Intelligence 
Oversight";  as  well  as  DoDD  S-5200.37  "Management  and  Execution  of  Defense  I  luman  Intelligence 
(HUMINT)"  and  DHE-M  3301.002  "Defense  Human  Intelligence  (HUM1NT)  Enterprise  Manual, 
Volume  II:  Collection  Operations.” 
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|U)  Recommendations,  Management  Comments,  and  t)m 
Response 

A.l.  (U/ZPOtH*)  Determine  whether  the  Joint  Improvised  Explosive  Device  Defeat 
Organization  should  be  designated  a  DoD  intelligence  component,  much  like  the 
intelligence  elements  of  the  Services  and  the  senior  intelligence  offices  of  the  combatant 
commands.  If  so  designated,  approve  appropriate  authorization  for  incorporation  into 
DoD  S240.1-R  and  DoDD  2000.19E  within  120  days.  If  not  designated,  direct  the  Joint 
Improvised  Explosive  Device  Defeat  Organization  to  cease  all  intelligence  collection 
activities. 


Ill)  Actiinf  Deputy  ivtot  \  <>/  Defense  Oitnnwitts 

(U//FQUQj)  The  Acting  Deputy  Secretary  of  Defense  non-concurred  with  this  recommendation  and 
provided  the  following  four-part  comment: 

a.  "Under  the  authorities  in  50  USC  §  3038  and  E.0. 12333  §  1.10  (k),  SECDEF  may  use  such 
elements  of  the  Department  of  Defense  as  may  be  appropriate  for  the  execution  of 
intelligence  functions.  In  DoDD  2000.19E,  SECDEF  assigned  intelligence  functions  to  JIEDDO 
along  with  the  authority  to  structure  the  organization  to  carry  out  those  functions.  Director, 
JIEDDO,  in  turn,  assigned  those  authorities  to  C01C  via  internal  JIEDDO  policy  documented 
in  the  JIEDDO  Organization  and  Functions  Guide." 

b.  "JIEDDO's  C01C,  a  subordinate  staff  component,  does  carry  out  intelligence  activities  as 
part  of  its  mission  and,  as  such,  already  meets  the  definition  of  a  Defense  Intelligence 
Component  (DIC)  under  paragraph  DL1.1.8.16  of  DoD  5240.1-R.  It  is,  therefore,  already 
subject  to  the  provisions  governing  intelligence  oversight." 

c.  "JIEDDO  as  an  organizational  entity  should  not  be  designated  a  DIC  as  recommended. 
JIEDDO  in  and  of  itself  is  notan  intelligence  organization  and  Director,  JIEDDO,  does  not 
require  the  additional  authority  granted  by  DoD  5240.1-R  to  the  Head  of  a  named  DIC." 

d.  "In  accordance  with  its  responsibilities  articulated  in  DoDD  2000.19E,  paragraph  6.3.1., 
USD  (1)  will  ensure  that  JIEDDO  understands  which  specific  collection  authorities  it  has 
already  and  which  will  require  additional  approvals." 

I  Ilf  i  Ho4  Hespnnse 

(U//EQUQ)  The  Acting  DEPSECDEF  comments  are  partially  responsive.  However,  we  remain 
concerned  about  JIEDDO's  compliance  with  the  provisions  of  paragraph  C  I.I.I..  APPLICABILITY 
AND  SCOPE,  of  DoD  5240.1-R-specifically,  that  a  DoD  intelligence  component's  "[ajuthority  to 
employ  such  techniques  [Procedures  1  through  10]  shall  be  limited  to  that  necessary  to  perform 
functions  assigned  to  the  DoD  intelligence  component  concerned,"  pending  the  reissuance  of  DoDD 
2000.19E. 
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(U)  In  considering  compliance  with  DoD  5240.01-R,  we  note  that  paragraph  4  of  DoDD  2000.19R 
describes  the  JIEDDO  mission  as  follows: 


"The  JIEDDO  shall  focus  (lead,  advocate,  coordinate]  all  Department  of  Defense 
actions  in  support  of  the  Combatant  Commanders'  and  their  respective  Joint 
Task  Forces'  efforts  to  defeat  the  Improvised  Explosive  Devices  as  a  weapon  of 
strategic  influence.” 

(U)  In  addition,  paragraph  6.2  of  DODD  2000.1 9E  assigns  the  Director,  JIEDDO,  certain 
responsibilities  and  functions  including: 


"Establish  a  Joint  Common  Operational  Picture  and  Joint  Common  Intelligence  Picture  of 
the  IED  system  in  the  Global  War  on  Terrorism;"  (paragraph  6.2.7.) 

"Collect  and  analyze  data  from  the  field  to  assess  the  effectiveness  of  current 
intelligence  support  for  Combatant  Commanders  and  their  staffs;  ’  (paragraph  6.2.15,) 

"[D]evelop  and  track  responses  to  priority  intelligence  requirements;"  (paragraph 
6.2.15.) 

"[I  Jn  coordination  with  the  operational  chain  of  command,  develop  new  intelligence 
support  and  intelligence  requirements  against  IKI)  threats  to  ensure  the  Combatant 
Commanders'  needs  are  met."  (paragraph  6.2.15.) 


(U/«»)  The  JIEDDO  mission  statement  does  not  appear  to  necessitate  the  intentional  collection 
on  U  S.  persons  using  Proc  edures  2  through  4  of  DoD  5240.1-R.  We  found  widespread  confusion 
among  the  JIEDDO  staff,  including  both  junior  and  senior  personnel,  on  its  authority  to  collect  on 


U.S.  persons.  Most  troubling  was  the  CUIC's 


JIEDDO  (bX'KO 


statements  in  his  initial  formal  briefing 


to  the  DoD  IG  team  and  in  subsequent  communication  with  the  Doll  IG  that  the  COIC  larked 
intelligence  collection  authority,  did  not  collect  intelligence,  and  was  not  authorized  to  collect 
intelligence  on  U.S.  persons. 


(U//fi(WO)  Furthermore,  even  ifthe  intentional  collection  on  U.S.  persons  was  within  JIEDDO's  and 
the  COIC's  mission  functions,  as  articulated  in  paragraphs  4,  6.2.7,  and  6.2.15.,  we  found  that  the 
COIC  was  performing  collection  activities  that  fell  outside  these  mission  functions. 


(U//FQUO)  We  maintain  that  the  current  DoDD  2000. 1 9E  does  not  clearly  define  the  intelligence 
collection  authorities  and  functions  that  the  Secretary  of  Defense  assigned  to  J1 EDDO  and  that  the 
functions  that  the  Director,  (IGDDO,  delegated  to  the  JIEDDO  COIC  were  predicated  on  implied 
authorities.  We  based  our  conclusion  on  the  following: 
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EDDO  (DX6).  (hX7XC) 


(U//I  01J0)  According  to  two  USD(I)  officials,  in  January  2010,  J 

expressed  concerns  to  USD(I) 

about  authorities  related  to  JIEDDO  COIC’s  intelligence  functions. 


-  (U//«#*fJ  On  July  16,  2012,  thc$gy|§|j§|,  UliDDO  COIC,  briefed  the  DoD  IG 

team  that  "JIEDDO-EOIC  has  no  authorities  to  conduct  intelligence  collection 
missions  and  JIEDDO  has  no  authorities  to  collect  on  U.S.  Persons  and  must  adhere 
to  applicable  USG  and  DOD  Directives  [EO  12333  and  DoD  5240.1]." 


-  (U //+***►)  On  August  09,  2012,  theg^iBg},  l|GDI,0,  responded  to  a  DoD  IG 
data  call  stating  that  neither  "JIEDDO  nor  the  COIC  collects  information  on  U.S. 
persons." 


A  JIEDDO  legal  opinion,  dated  December  4,  20 1 2,  stated  that  in  October 


UIEDDO  (b)(6),  (l>X7HC) 


questioned  the  scope  of  JIEDDO’s  mission  and  the  JIEDDO  COIC’s  authority  to  collect 
open  source  intelligence,  and  the  JIEDDO  COIC’s  authority  to  collect  information  on 
U.S.  persons. 


(U//^OUO)  Representatives  of  the  Office  of  the  Assistant  Secretary  of  Defense  tor 
Intelligence  Oversight  ATSD  (ID)  maintain  that  DoDD  2000  19E  granted  JIEDDO  the 
authority  to  conduct  intelligence  activities  (although  specific  tasks  and  authorities 
could  not  be  articulated).  According  to  a  senior  ATSD  (10)  representative,  no 
charter  doctrine  existed  for  JIEDDO  COIC,  and  JIEDDO  may  he  operating  under  the 
implied  authority  to  collect  intelligence.  This  senior  ATSD  (10)  representative 
suggested  that  we  [DoD  IG]  check  with  the  joint  Staff  and  the  Office  ofthe  Deputy 
Secretary  of  Defense  for  jlEDDO’s  [intelligence]  authorities. 

A  senior  Linder  SecretaryofDcfen.se  for  Intelligence  representative  explained  that 
the  Under  Secretary  of  Defense  for  Intelligence  never  resolved  JIEDDO’s  specific 
intelligence  collection  authorities,  but  acknowledged  that  JIEDDO  was  conducting 
intelligence  activities. 


Therefore,  we  underscore  the  Acting  Deputy  Secretary  of  Defense's  direction  to  the  Under  Secretary 
of  Defense  for  Intelligence  to  provide  clarifying  guidance  on  the  scope  of  |IEDD0’s  intelligence 
collection  authorities  pending  its  reorganization  and  the  republlcntion  of  DoDD  2000.19E.  We 
request  a  copy  ofthe  Undersecretary  of  Defense  for  Intelligence's  guidance  upon  issuance. 
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(U//TQUO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  the 
Recommendation  A.1,  addressed  to  the  Acting  Deputy  Secretary  of  Defense.  The  Director  stated 
that  JIEDDO  COIC  has  sufficient  intelligence-related  legal  authorities  to  carry  out  its  current  mission 
to  "defeat  the  1ED  system,"  even  though  it  is  not  formally  designated  as  a  Defense  Intelligence 
Component  (D1C)  under  DOD  5240.1-R.  However,  the  Director  further  stated  that  JIEDDO  will 
prepare  a  detailed  mission  statement  for  its  intelligence  operations  as  its  future  overall  mission 
changes.  The  Director,  JIEDDO,  also  provided  comments  to  Finding  A.  (See  Appendix  C  for  Director, 
JIEDDO,  comments  and  our  response.) 


(HI  <Ui>  ' 

(U//TOUO)  The  comments  of  the  Director,  JIEDDO,  were  not  responsive.  We  did  not  find 
irrefutable  evidence  of  JIEDDO’s  specific  collection  authority  to  intentionally  conduct  human,  signal, 
or  open  source  intelligence  activities.  At  the  time  of  the  collection  activities  highlighted  in  this 
report,  JIEDDO  COIC  concluded  that  JIEDDO  lacked  the  authority  to  collect  on  U.S.  persons  and  did 
not  conduct  collection  activities.  We  maintain  that  JIEDDO’s  use  of  non-doctrinal  words  such  as 
"harnessing"  and  "fusing"  of  information,  in  lieu  of  intelligence  collection,  contributed  to  confusion 
about  JIEDDO’s  intelligence  authorities  and  made  JIKDDDO  COIC  vulnerable  to  conducting  activities 
that  may  have  violated  DoDD  5240.1-R.  The  forthcoming  rewrite  of  JIEDDO’s  mission  and  the 
Under  Secretary  of  Defense  for  Intelligence’s  (USD(I))  clarification  of  JIEDDO’S  intelligence 
collection  authorities  should  provide  the  necessary  clarity  on  JIEDDO’s  intelligence  authorities, 
mission,  and  functions. 

A.2.  (U//P8BO)  We  recommend  that  the  Deputy  Secretary  of  Defense  approve  DoDD 
2000.1 9E  to  reflect  the  Joint  Improvised  Explosive  Device  Defeat  Organization  Counter-IED 
Operations/Intelligence  Integration  Center's  authorized  intelligence  functions,  roles,  and 
responsibilities,  and  assign  an  executive  agent  for  JIEDDO's  external  intelligence  oversight. 

(HI  1>  uiiii  fh'ntnv  r»7'i«  t  >>f  Di'fnts  >  i  omm  w •> 

(U//F0U0)  The  Acting  Deputy  Secretary  of  Defense  partially  concurred  with  this  recommendation 
and  provided  comments  that  DoDD  2000.19E  would  be  updated  as  JIEDDO  is  reorganized  and 
transitioned  per  the  Deputy  Management  Action  Croup's  decision  memo  of  September  6,  2013.  The 
Acting  Deputy  Secretary  of  Defense  recommended  1 80-day  suspense,  from  concept  approval,  for 
the  update  DoDD  2000.19E  vice  the  120  days  stated  in  Recommendation  A.l. 

(til  ilia 

(U//rOUO)  The  Acting  Deputy  Secretary  of  Defense’s  comments  were  partially  responsive.  The 
Acting  Deputy  Secretary  of  Defense  concurred  with  updating  DoDD  2000. 19E,  but  recommended  a 
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suspense  of  180  days  from  the  approval  of  JIEDDO's  reorganization  concept.  We  concur  with  the 
180-day  suspense.  The  Acting  Deputy  Secretary  of  Defense  was  not  responsive  to  assigning  an 
executive  agent  for  JIEDDO'S  external  intelligence  oversight.  We  believe  that  it  is  critical  to  assign 
an  executive  agent  for  intelligence  to  an  external  DoD  organization  capable  of  integrating  JIEDDO’s 
intelligence  activities  into  its  intelligence  oversight  program.  We  respectfully  request  that  the 
Acting  Deputy  Secretary  of  Defense  reconsider  this  part  of  the  recommendation  and  provide 
comments  to  the  final  report. 

(I) f  Din't'lni  Ilf-DDO  i  nmmt-'iUi 

(U//FQUO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  Recommendation 
A.2,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished  in  the  next  update  to  DoDD  2000.1 9E. 

I II)  Ouv  lu  .1 

The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

A.3.  (U/yWW1)  Wc  recommend  that  the  Deputy  Secretary  of  Defense  direct  the  Joint 
Improvised  Explosive  Device  Defeat  Organization  to  participate  only  in  tasks  directly  related 
to  its  counter-IED  mission. 

(II)  Si/  ii'hii  v  ii  lh*l»>ns(  <  hiudidi 

(U//FOUO)  The  Acting  Deputy  Secretary  of  Defense  partially  concurred  with  this  recommendation, 
commenting  that  "this  recommendation  was  valid  for  activities  carried  out  under  the  current 
charter."  The  Acting  Deputy  Secretary  of  Defense  added  that  the  mission  scope  may  be  affected  by 
the  issuing  of  an  updated  chartering  directive,  as  described  in  Recommendation  A2,  regarding 
JIEDDO’s  new  mission  sets  for  the  follow-on  organization. 

(II)  Our  Rrsfionir 

(U//EOUO)  The  Acting  Deputy  Secretary  of  Defense's  comments  were  responsive  in  stating  that 
"this  recommendation  was  valid  for  activities  carried  out  under  the  JIEDDO's  current  charter"  and 
therefore  requires  no  further  action. 

I II)  Itlr  i'i  fii/  /ll'DIII  1 :  iimn/ml'  s 

(U//POUO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  Recommendation 
A.3,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  JIEDDO  adheres  to 
activities  within  the  scope  ol  its  current  authorities,  subject  to  continuous  oversight  by  senior 
leadership,  and  the  JIEDDO  Office  of  General  Counsel.  The  Director  also  stated  that  this  will  change 
as  JIEDDO’s  mission  evolves. 
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(II)  Olll  Rcs/mi IV, 

The  comments  of  the  Director,  JIEDDO,  were  not  responsive.  We  concluded  that  JIEDDO’s  current 
intelligence  authorities  were  not  clearly  defined  in  DoDD  2000.19E,  the  JIEDDO  leadership  differed 
on  its  understanding  of  JIEDDO's  intelligence  collection  authorities,  and  the  JIEDDO's  General 
Counsel  for  Operations  and  Intelligence  was  not  always  consulted  prior  to  fulfilling  JIEDDO's 
requests  for  support  or  intelligence  activities.  Nevertheless,  we  believe  Recommendation  A.3,  will 
he  accomplished  by  the  USD  (IJ's  clarification  of  JIEDDO'S  intelligence  collection  authorities  and  the 
inclusion  of  JIEDDO's  intelligence  mission,  authorities,  and  functions  in  the  revised  DoDD  2000.19E. 

A.4.  (U//F04#0)  We  recommend  that  the  Deputy  Secretary  of  Defense  determine  whether  the 
Joint  Improvised  Explosive  Device  Defeat  Organization's  mission  evolution  from  "defeat  the 
network”  to  "attack  the  network”  is  in  accordance  with  DoDD  2000. 19K. 

(II)  At  till//  Pl’/llt  M  *«  I  iVillY  Pi’ll'tlM  I.OUJ//I1  't)> 

(U//FQUQ]  The  Acting  Deputy  Secretary  of  Defense  concurred  with  this  recommendation  and 
provided  comments.  The  Acting  Deputy  Secretary  of  Defense  stated  that  this  recommendation  will 
be  reflected  in  the  reissuing  of  a  chartering  directive,  as  described  in  comments  to 
Recommendation  A2,  addressing  the  new  mission  sets  for  the  follow-on  organization. 


The  Acting  Deputy  Secretary  of  Defense’s  comments  were  responsive  and  require  no  further  action. 

Ill)  Din't  im,  )t£Pl)0  < .Oiiiwi’hI: 

(U//-FOUO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  Recommendation 
A.4,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  JIEDDO's  mission 
evolved  fully  within  the  scope  of  JIEDDO’s  authorities  under  DODD  2000.1 9E  and  applicable  law. 
Future  chartering  documents  will  provide  greater  detail  on  specific  intelligence  missions.  The 
Director,  JIEDDO,  also  provided  comments  to  Finding  A.  (See  Appendix  C  for  Director,  JIEDDO, 
comments  and  our  response.) 


(U//FOUO)  The  comments  of  the  Director,  JIEDDO,  were  not  responsive.  We  conclude  that 
JIEDDO's  mission  has  evolved  beyond  its  original  charter  in  conducting  activities  not  related  to  its 
original  counter-lED  mission.  We  base  this  conclusion  on  the  fact  that  JIEDDO's  mission  has 
evolved  from  "defeat  the  network"  to  "attack  the  network,”  the  expanding  of  JIEDDO's  counter-lED 
focus  from  only  Afghanistan  to  worldwide,  JIEDDO’s  support  to  domestic  law  enforcement,  and 
JIEDDO's  HUMINT,  SIGINT,  and OSINT  collection  activities. 
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A.S  (U//-FOtfO)  We  recommend  that  the  Deputy  Secretary  of  Defense  create  an  internal 
Inspector  General  for  JIEDDO  to  oversee  the  organization's  intelligence  oversight  program. 

( tl }  Artiom  Drputy  <  ii'hh  if  DoUnis 

(U//FQUO)  The  Acting  Deputy  Secretary  of  Defense  concurred  witli  this  recommendation  and 
provided  comments  that  reissuing  the  JIEDDO  chartering  directive  will  he  used  to  clarify  both  the 
role  of  a  JIEDDO  IG  and  IG’s  relationship  to  a  more  senior  IG  in  an  appropriate  defense  component 
regarding  Intelligence  Oversight  responsibilities. 

fU)  Diivccoi  jntnno 

(U//RW8)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  to  Recommendation 
A.S,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  t  hat  this  recommendation 
will  be  accomplished. 

fl.l)  Dm 

(U//rOUO)  The  comments  of  the  Acting  Deputy  Secretary  of  Defense  and  the  Director,  JIEDDO, 
were  responsive  and  require  no  further  action. 

A.6.  (U//FOUO)  We  recommend  that  the  Director,  JIEDDO,  cease  intelligence  collection 
activities,  pending  Office  of  the  SecretaryofDefen.se  authorization. 

( IJ )  Dli c<  lor,  )  I  hi) DO.  Luinuif/H'' 

(U//FOUO)  The  Director,  JIEDDO,  non-concurred  with  this  recommendation  and  commented  that 
such  action  would  needlessly  deprive  the  warfighter  of  critical  support  regarding  the  IED  threat  in 
Afghanistan  and  elsewhere.  The  Director,  JIEDDO,  commented  that  JIEDDO  COIC  is  used  for  foreign 
intelligence  activities  and  the  COIC's  information  and  intelligence  coiled  ion  activities  support 
JIEDDO’s  key  mission--to  defeat  the  IED  system. 

iHf  Our  Rtisfiotisc  (.oniri Hints 

(U//FOUO)  The  comments  of  the  Director,  JIEDDO,  were  not  responsive  to  our  recommendation. 
DoDD  20U0.19E  does  not  clearly  define  JIEDDO's  intelligence  collection  authorities  or  functions  that 
the  Office  of  the  Secretary  of  Defense  assigned  to  JIEDDO.  As  stated  in  our  response  to 
Recommendation  A.l,  JIEDDO  leadership  continued  to  have  conflicting  opinions  concerning 
JIEDDO’s  intelligence  collection  authority  and  activities.  We  believe  that  the  Acting  DEPSECDEF's 
comments  regarding  Recommendation  A.l--that  the  USD  (I)  will  ensure  that  JIEDDO  understands 
its  current  collection  authorities  and  iimitations--will  satisfy  this  recommendation.  However,  until 
the  USDflJ  provides  JIEDDO  guidance  on  what  collection  authorities  ant)  limitations  JIEDDO 
currently  has,  we  remain  concerned  about  JIEDDO  conducting  activities  that  fall  outside  the  scope 
of  its  original  charter. 
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A.7.  (U//HW0')  We  recommend  that  the  Director,  JIEDDO,  authorize  the  COIC  a  full  time 
Deputy  General  Counsel  for  Operations  and  Intelligence  billet. 

I IH  Dim-nii:  lil  t  >t)i  )  <  lUiiiiifiu  . 

(U//EOUO)  The  Director,  Jl RDDO,  concurred  with  this  recommendation  and  commented  that  the 
position  was  to  be  filled  in  January  2014. 

On  r  Hr'ifHHixc 

(U//FOUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 
Based  on  follow-on  communication  from  JIEDDO,  the  previous  General  Counsel  for  Operations  and 
Intelligence  did  return  to  JIEDDO  in  January  2014,  but  is  currently  filling  the  position  of  the  Deputy 
General  Counsel,  JIEDDO. 

A.8.  (U//f6O0)  We  recommend  that  the  Director,  JIEDDO,  review  hardcopy  and  softcopy 
holdings  for  U.S.  persons  information,  and  delete  or  retain  in  accordance  with  DoD  5240.1-R, 
Chapter  3. 


(U)  l^nwiumix 

(U//FOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  provided  the  following 
comments  that  "this  review  is  part  of  the  ongoing  Intelligence  Oversight  program.  JIEDDO 
published  JIEDDO  Instruction  5240.1  in  January  2012  which  reviewed  our  procedures  and  opinions 
for  compliance."  JIEDDO  COIC  is  close  to  finalizing  a  SOP  on  intelligence  oversight  and  handling  of 
information  concerning  US  persons,  led  by  the  intelligence  oversight  officer  and  closely  coordinated 
with  the  General  Counsel’s  office. 

fll)  Out  I'U'^poih'r 

CU//FOUQ)  The  comments  of  the  Director,  JIEDDO,  were  responsive.  We  request  JIEDDO  complete 
the  review  no  later  than  30  days  from  the  date  of  this  report,  staff  its  intelligence  oversight  SOP 
through  the  Office  of  the  Assistant  Secretary  of  Defense  for  Intelligence  Oversight,  and  provide  the 
results  to  the  DoD  1G. 

A.9.  (IJ//fW80)  We  recommend  that  the  Director,  JIEDDO,  review  internal  procedures  and 
current  legal  opinions  to  ensure  that  collecting  information  about  U.S.  persons  is  in 
accordance  with  Title  10  United  States  Code,  Executive  Order  12333,  DoD  Directive  5240.01, 
DoD  5240.1-R,  and  other  applicable  policies  and  instructions. 

I  Of  hhWftfU'iiwnt  i  \ 

(U//rOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  stated  that  JIEDDO 
Instruction  5240.1,  published  in  January  201 2,  provided  the  procedures  and  opinions  for 
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compliance.  The  Director  also  stated  that  J1EDDO  COIC  is  finalizing  a  SOP  on  intelligence  oversight 
and  handling  of  information  concerning  U.S.  persons,  led  by  the  intelligence  oversight  officer  and 
closely  coordinated  with  the  General  Counsel's  office. 

(U}  Our  Wffl/nmM1 

(U//FOUO)  The  comments  of  the  Director,  J1EDDO,  were  partially  responsive.  The  Director, 
JIEDDO,  addressed  finalizing  JlEDDO's  internal  procedures,  but  did  not  address  reviewing  its 
current  legal  opinions.  As  stated  in  this  report,  legal  opinions  in  the  COIC  were  embellished  with 
the  organization's  histoiy  and  failed  the  due-diligence  process  in  addressing  the  intelligence 
oversight  activities  to  be  conducted  by  the  COIC  analyst  in  responding  to  a  request  for  support.  As 
cited  in  a  2011,  Headquarters,  U.S.  Army  Reserve  Command  15-6  investigation,  the  legal  opinion 
that  the  JlEDDO's  General  Counsel  provided  addressed  the  fiscal  law  and  funding  issues  associated 
with  the  support  to  be  given,  but  did  not  address  any  possible  issues  regarding  operations, 
intelligence  training,  and  intelligence  oversight.  We  request  that  JIEDDO  review  its  current  legal 
opinions  to  ensure  they  are  current  and  prepared  in  accordance  with  applicable  intelligence-related 
governing  authorities.  We  believe  that  the  Acting  DEPSECDEF’s  comment-that  the  USD  (I)  will 
ensure  that  JIEDDO  understands  its  current  collection  authorities  and  our  response  to 
Recommendation  A.l-will  assist  JIEDDO  in  satisfying  this  recommendation. 

A.10.  (U//FOUO)  We  recommend  that  the  Director,  JIEDDO,  tailor  JlEDDO's  intelligence 
oversight  training  to  fit  the  COIC's  unique  mission  and  activities. 

(U)  Mmuiacnif'iu  Comma  tur 

(IV/POUQ)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that 
JIEDDO  tailored  its  training  as  part  of  JIEDDO  Instruction  5240.1  in  January  2012  and  continues  to 
refine  the  training  to  ensure  compliance. 

(II)  Our  flespnnrr 

(U//FOUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

*These  recommendations  are  also  applicable  to  Finding  R,  "The  COIC  Improperly  Retained 
Information  on  U.S.  Persons, "  Finding  C,  “The  COIC  Improperly  Disseminated  Information 
on  U.S.  Person, "  or  Finding  D,  “The  COIC  Lacked  Effective  Intelligence  Oversight  * 
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(U)  Finding  B:  The  COIC  Improperly  Retained 
Information  on  U.S.  Persons 

(U//fftWO)  Our  investigation  revealed  that  the  COIC  improperly  retained  information  about  U.S, 
persons.  The  COIC  failed  to  consistently  conduct  collectability  and  retention  reviews  on  U.S. 
persons  information  in  the  COIC’s  holdings  and  U.S.  persons  information  collected  by  COIC  analysts 
was  not  compartmentalized  on  the  occasions  when  a  collectability  and  retention  review  was 
completed.  The  COIC  did  not  comply  with  the  90-day  retention  timeframe  because  of  poor 
intelligence  oversight  reviews,  finally,  the  COIC  also  lacked  a  systematic  means  for  purging  U.S. 
persons  information  that  was  inappropriate  for  retention. 

(U//fr'OUOj  As  a  result,  COIC  analysts  collected  and  retained  U.S.  telephone  numbers  or  FVEY11 
numbers  within  the  COICs  Palantir12  database.  In  addition,  COIC  analysts  collected  and  retained 
information  on  U.S.  persons  in  support  of  law  enforcement  activities.  Requests  for  U.S.  persons 
information  and  intelligence  products  that  contained  U.S.  persons  information  were  reportedly  not 
always  vetted  through  the  COIC’s  General  Counsel  for  Intelligence,  as  JIF.DDOI  5240.1  required. 
Finally,  U.S.  persons  information  was  retained  past  the  90-day  timeframe  in  violation  of  DoD 
5240.1-R,  "Procedures  Governing  the  Activities  of  DOD  Intelligence  Components  That  Affect  United 
States  Persons”  and  DoD  Joint  IKD  Defeat  Organization  Instruction,  JIEDD0I  5240.01,  "JIEDDO 
Intelligence  Oversight." 

(U)  According  to  JIEDDOI  5240.01,  enclosure  3.4c.  If  the  information  was  incidentally  collected 
(that  is,  not  intentionally  accessed  or  received),  it  should  be  reviewed  to  ensure  that  it  could  have 
been  intentionally  collected  under  [DoD  5240.1-R]  Procedure  2,  or  may  otherwise  be  retained  in 
accordance  with  [DoD  5240.1-R]  Procedure  3.  DoD  intelligence  component  personnel  may 
temporarily  retain  all  collected  information  on  US  persons  for  up  to  90  days  solely  to  review  and 
determine  if  it  was  properly  collected  and  therefore  may  be  permanently  retained.  This  temporary 
retention  period  begins  the  moment  that  a  DoD  intelligence  component  employee  receives  or 
retrieves  US  person  information  in  the  course  of  his  or  her  official  duties,  with  the  intent  of 
determining  whether  the  information  should  be  used  in  a  report,  a  data  base,  or  in  some  other 
manner  that  constitutes  an  affirmative  intent  to  use  or  retain  the  information. 


"  (U)  Five  Eyes  -  International  intelll(jence  sharing  network  that  includes  the  U.S.,  Australia,  Canada,  New  Zealand,  and  the  United 
Kingdom 

(U)  Palantir  is  a  web  base  tool  mat  allows  for  data  integration,  search  and  discovery,  knowledge  management,  and  collaboration 
of  information  and  message  traffic  throughout  the  intelligence  community 
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(U)  Processing  and  Safeguarding  United  States  Person 
Information 

(U)  According  to  DoD  JIEDDOI  5240.01,  DoD  intelligence  component  personnel  may  temporarily 
retain  all  collected  information  on  U.S.  persons  for  up  to  90  days,  solely  to  review  and  determine  if 
it  was  properly  collected  and  therefore  may  be  permanently  retained.  This  temporary  retention 
period  begins  the  moment  DoD  intelligence  component  employees  receive  or  retrieve  U.S.  person 
information  in  the  course  of  their  official  duties,  with  the  intent  of  determining  whether  the 
information  should  be  used  in  a  report,  a  data  base,  or  in  some  other  manner  that  constitutes  an 
affirmative  intent  to  use  or  retain  the  information. 

(U)  All  information  received  or  retrieved  by  DoD  intelligence  components  or  personnel  subject  to 
this  instruction,  which  is  temporarily  retained  while  pending  a  collectability  determination  for 
permanent  retention,  shall  be  segregated  from  other  U.S.  person  information  for  which  a 
collectability  determination  has  been  made  authorizing  permanent  retention,  and  all  U.S.  person 
information  temporarily  retained  pending  a  permanent  retention  collectability  determination  shall 
be  regularly  reviewed  periodically,  not  to  exceed  a  90-day  period,  to  ensure  that  U.S.  person 
information  is  not  improperly  retained.  However,  we  found  no  "segregated  area”  to  hold  U.S. 
person  information  that  is  awaiting  a  determination. 

(U)  All  jlEDDO  records  or  documents  (regardless  of  format),  produced,  retained,  or  disseminated 
by  DoD  intelligence  components  or  personnel  subject  to  this  instruction  that  contain  U.S.  person 
identifying  data,  shall  be  clearly  marked  "CONTAINS  U.S.  PERSON  INFORMATION",  "THIS  REPORT 
CONTAINS  U.S.  PERSON  IDENTITY  INFORMATION",  "USPERSON",  etc.,  as  appropriate. 

(U)  Retention  of  U.S.  Person  Information 

(U//POUO)  According  to  a  COIC  analyst,  U.S.  persons  information  was  maintained  on  emails  within 
the  Network  Integration  Division  (NID)  and  jlEDDO's  purpose  for  collecting  or  retaining  this 
information  was  to  support  RFIs  (request  for  inforniation)/RFSs  (request  for  support).  A  COIC 
analyst  said  that  when  analysts  have  U.S.  persons  data,  they  "tuck  it  to  the  side."  If  analysts  have 
any  questions,  they  go  to  the  Intelligence  Oversight  officer.  He  said  that  analysts  purged  the  data 
from  their  computers,  but  the  Network  Integration  Division  (NID)  manages  the  storing  and  purging 
of  U.S.  persons'  data  on  its  computer  systems.  The  COIC  analyst  was  not  aware  of  the  specific  NID 
procedures  for  purging  data  from  the  systems.  When  COIC  personnel  wore  informed  of  the  DoD  IG 
investigation,  they  re-examined  their  U.S.  persons  holdings  to  ensure  they  were  comfortable  that 
they  had  not  retained  U.S.  persons'  data  past  the  90/ 1 80  day  marks.  In  a  memorandum, 
"Preliminary  Inquiry  -  Reported  DoD  IG  Intelligence  Oversight  Violation,"  dated  june  29,  2012,  the 
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COIC  self-reported  potent  ial  intelligence  oversight  issues.  This  document  revealed  that  the  COIC 
had  inappropriately  retained  the  following  (J.S.  persons  information: 
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(U)  According  to  JIEDDOI  5240.01,  all  information  received  or  retrieved  by  DoD  intelligence 
components  or  personnel  subject  to  this  instruction,  which  is  temporarily  retained  while  pending  a 
collectability  determination  for  permanent  retention,  shall  be  segregated  from  other  U.S.  person 
information  for  which  a  collectability  determination  has  been  made  authorizing  permanent 
retention.  All  U.S.  person  information  temporarily  retained  pending  a  permanent  retention 
collectability  determination  shall  be  regularly  reviewed  periodically,  not  to  exceed  a  90-day  period, 
to  ensure  that  U.S.  person  information  is  not  improperly  retained.  However,  we  did  not  find  any 
evidence  that  U.S.  persons  information  collected  by  COIC  analysts  was  compartmentalized  while  a 
collectability  and  retention  review  was  completed.  Also,  COIC  lacked  a  systematic  means  for 
purging  U.S.  persons  information  that  was  inappropriately  collected  or  not  eligible  for  retention. 

(U)  Conclusion 

(U//FOUO)  As  a  result  of  our  investigation,  we  concluded  that  the  COIC  improperly  retained 
information  about  U.S.  persons.  The  COIC  failed  to  consistently  conduct  collectability  and  retention 
reviews  on  U.S.  persons  information  within  the  COIC's  holdings.  U.S.  persons  information  collected 
by  COIC  analysts  was  not  compartmentalized  on  the  occasions  when  a  collectability  and  retention 
review  was  completed.  The  COIC  did  not  comply  with  the  90  day  retention  timeframe  and  also 
lacked  a  systematic  means  for  purging  U.S.  persons  information  that  was  not  eligible  for  retention. 

(U)  Recommendations,  Management  Comments,  and  Our 
Response 

B.l.  (U/ /FOUO)  We  recommend  that  the  Deputy  Secretary  of  Defense  create  an  internal 
Inspector  General  for  JIEDDO  to  oversee  the  organization's  intelligence  oversight  program. 

( IJ)  At  tliii/  th*fnUy  Si’i'i'tftdi  t'  >>l 

(U//FOUO)  The  Acting  Deputy  Secretary  of  Defense  concurred  with  this  recommendation  and 
stated  that  reissuing  of  the  JIEDDO  chartering  directive  will  be  used  to  clarify  both  the  role  of  a 
JIEDDO  IG  and  IG's  relationship  to  a  more  senior  IG  in  an  appropriate  defense  component  regarding 
to  Intelligence  Oversight  responsibilities. 

(II)  Plrechu, 

(U//rOUO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  to  Recommendation 
A.5,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished.  The  Director,  JIEDDO  also  provided  comments  to  Finding  B.  (See  Appendix  G 
for  Director,  JIEDDO  comments  and  our  response.) 
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(III  Ihn  Hi  ./mlt M 

(U//I  OUO)  The  comments  of  the  Acting  Deputy  Secretary  of  Defense  and  the  Director,  JIEDDO, 
were  responsive  and  require  no  further  action. 

B.2.  (U//4S0W0)  We  recommend  that  the  Director,  JIEDDO,  authorize  the  COIC  a  full  time 
Deputy  General  Counsel  for  Operations  and  Intelligence  billet. 

(11/  Oittuh'i,  IHUW.  i  'Oiiiomh 

(U//FOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that  the 
position  was  to  be  filled  in  January  2014. 

(II)  (Im  ’fU  spnihi 

(U/'/'FQOej)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 
Based  on  follow-on  communication  from  JIEDDO,  the  previous  General  Counsel  for  Operations  and 
Intelligence  did  return  to  JIEDDO  in  January  2014,  but  is  currently  filling  the  position  of  the  Deputy 
General  Counsel,  JIEDDO. 

B.3.  (U/yWtH*)  We  recommend  that  the  Director,  JIEDDO,  review  hardcopy  and  softcopy 
holdings  for  U.S.  persons  information,  and  delete  or  retain  in  accordance  with  DoD  5240.1  -R, 
Chapter  3. 

( II I  Lullltili'lll' 

(U//TOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  provided  the  following 
comments  that  "this  review  is  part  of  the  ongoing  Intelligence  Oversight  program.  JIEDDO 
published  JIEDDO  Instruction  5240.1  in  January  2012  which  reviewed  our  procedures  and  opinions 
for  compliance."  JIEDDO  COIC  is  close  to  finalizing  a  Standard  Operating  Procedure  (SOP)  on 
intelligence  oversight  and  handling  of  information  concerning  US  persons,  led  by  the  intelligence 
oversight  officer  and  closely  coordinated  with  the  General  Counsel's  office. 


(U/  thii  Rrsfmn\r 

(U//POUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive.  We  request  that  JIEDDO 
complete  the  review  no  later  than  30  days  from  the  date  of  this  report,  staff  its  intelligence 
oversight  SOP  through  the  Office  of  the  Assistant  Secretary  of  Defense  for  Intelligence  Oversight, 
and  provide  the  results  to  the  DoD  IG. 

B.4.  (U//WUO)  We  recommend  that  the  Director,  JIEDDO,  tailor  JlEDDO’s  intelligence 
oversight  training  to  fit  the  COIC’s  unique  mission  and  activities. 
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1 1 1)  \iuniniij.nitfin  1  i  nntiit  n>  . 

(U//FOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that 
JIEDDO  tailored  its  training  as  part  of  JIEDDO  Instruction  5240.1  in  January  2012  and  continues  to 
refine  the  training  to  ensure  compliance. 

(II)  Our  l/'A/mfiM 

(U//PQUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

'These  recommendations  are  also  applicable  to  Finding  A,  "The  COIC  Improperly  Collected 
information  on  U.S.  Persons/'  Finding  C,  "The  COIC  Improperly  Disseminated  Information 
on  U.S.  Person,"  or  Finding  D,  "The  COIC  Lacked  effective  Intelligence  Oversight." 
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(U)  Finding  C:  The  COiC  Improperly  Disseminated 
Information  on  ITS.  Persons 

Our  investigation  revealed  that  the  COIC  improperly  disseminated  information  about 
U.S.  persons  by  releasing  products  that  contained  U.S.  persons  information  without  proper  "U.S. 
persons'1  markings.  The  COIC  failed  to  properly  mark  these  products  because,  according  to  a  COIC 
analyst,  such  dissemination  occurred  so  infrequently.  Additionally,  COIC  intelligence  products  that 
contained  U.S.  persons  information  did  not  always  go  through  the  COICs  intelligence  oversight 
review  prior  to  dissemination,  as  required  by  JIEDDOI  5240.1. 

(U//FUU0)  As  a  result,  the  COIC  violated  DoD  5240.1-K,  "Procedures  Governing  the  Activities  of 
DOD  Intelligence  Components  That  Affect  United  States  Persons";  and  DoD  Joint  IED  Defeat 
Organization  Instruction,  JIEDDOI  5240.01,  "JIEDDO  Intelligence  Oversight."  Furthermore, 
products  that  contained  U.S.  persons  information  that  did  not  undergo  an  intelligence  oversight 
review  were  not  minimized  by  replacing  identity  information  with  "USPER",  or  U.S.  Person. 

(U)  Regarding  the  dissemination  ofinformation  about  U.S.  persons,  JIEDDOI  5240.01  provided  the 
following  guidance: 

Enclosure  3  4f.  Prior  to  dissemination,  all  JIEDDO  intelligence  products  will  be 
reviewed  to  determine  whether  the  US  person  identity  information  is  necessary  for 
the  use  of  or  the  understanding  of  the  product.  This  review  is  called  the 
MINIMIZATION  process.  Where  the  US  person  identity  information  is  not  necessary 
to  understand  the  product,  the  identity  information  will  he  MINIMIZED  by  replacing 
it  with  "a  US  person”,  "USPER",  "a  US  hydroelectric  corporation",  "a  Colorado  social 
club,"  etc.,  as  appropriate. 


(U)  Dissemination  of  U.S.  Person  Information 

(U//F0U0)  An  undated  COIC  briefing,  "Fatima  Group  U.S.  Company  Associations,"  contained  the 
marking:  “(U)  This  product  contains  U.S.  Persons  data,  which  has  been  incorporated  consistent 
with  all  applicable  laws,  directives  and  policies."  The  subject  briefing  included  data  on  the 
following  U.S.  companies  and  some  key  personnel: 


jirono  ibmxA) 


However,  the  first  reference 

to  each  U  S.  person  identity  is  not  followed  by  the  required  marking  to  clearly  indicate  that  the 
information  is  considered  U.S.  person  information. 
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(U//POUO)  A  COIC  OSAAC  briefing  of  June  6,  2012,  "(U)  An  Open  Source  Analysis  of  Islamist 
Bosnian  Violent  Extremist  Networks,”  did  not  contain  any  markings  indicating  the  briefing 
contained  U.S.  persons  information.  The  subject  briefing  contained  information 

HHiUHi a  ^  ciliZ0lli 

information  on  the  following  U.S.  citizens! 


JIEDDO  (bX6)  (b)(7HC) 


JIEDDO  (b)(6);  (bK?KC) 


|.  This  briefing  also  contained 
(a  permanent  U.S.  resident); 


JIEDDO  (b) 


JIEDDO  (h) 


JIEDDO  (b)(0)  (b)(7XC) 


|  (a  naturalized  U.S.  citizen); 

JIEDDO  (b)(6).  (bK7)(C) 

|  (U.S.  citizen); 

JIEDDO  (b)(6).  (bX7KC) 

(U.S.  citizen); 


J  EDDO  (l>Xfi).  (bX7XC) 


(U.S.  citizen); 


.  1 


(U.S.  citizen);  and  jj 
( U.S.  citizen). 


(U//FOUO)  In  addition  to  the  documented  evidence  above,  a  senior  COIC  analyst  said  he  could  not 
remember  a  product  being  released  with  a  U.S.  persons  label,  because  it  occurs  so  infrequently. 
Another  COIC  analyst  said  he  was  not  aware  of  any  special  labeling  or  handling  of  II  S.  persons’  data. 
Finally,  a  COIC  official  said  tile  COIC  has  a  Multi-Intelligence  Core13,  which  handles  200+  intelligence 
feeds  coming  into  the  COIC.  This  senior  official  acknowledged  U.S.  persons'  data  is  maintained  on 
the  HUB  [Multi-Core  Database)  and  is  not  [periodically]  reviewed  or  deleted. 


(U)  Conclusion 

(U//iiftHft)  Our  investigation  revealed  that  the  COIC.  did  not  comply  with  properly  marking 
products  that  contained  U.S.  persons  information.  As  a  result,  COIC  impiuperly  disseminated 
information  about  U.S.  persons  by  releasing  products  that  contained  U.S.  persons  information 
without  proper  "U.S.  persons”  markings. 

(U)  Recommendations,  Management  Comments,  and  Our 
Response 

C.l.  (U //EflUO)  We  recommend  that  the  Deputy  Secretary  of  Defense  create  an  internal 
Inspector  General  for  JIEDDO  to  oversee  the  organization's  intelligence  oversight  program. 

lilt  Acttnp  Deputy  Secretory  of  Dt'feti  o' 

(U//'l»QWfr)  The  Acting  Deputy  Secretary  of  Defense  concurred  with  this  recommendation  and 
provided  comments  that  reissuing  the  |IEDD0  chartering  directive  will  be  used  to  clarify  both  the 
role  of  a  JIEDDO  l(i  and  IG's  relationship  to  a  more  senior  IG  in  an  appropriate  defense  component 
regarding  Intelligence  Oversight  responsibilities. 


"(U//rOUO)  The  Multi  Intelligence  Cote  (MIC)  is  the  COIC  server  that  handles  Ihe  200+ Intelligen  e  feeds  coming  into  the  COIC 
Analysts  search  and  use  the  data  on  the  MIC  to  build  ihcir  analytical  products. 


DODIG-2014-055  |  29 

SECnETZ/NOFORN 


SfiCRET//NOrORN 


(II)  tlirrctoi  flKPOO 

(U//FOUO)  Although  not  required,  the  Director,  J1EDDO,  offered  comments  to  Recommendation 
A.5,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished.  The  Director,  JIEDDO,  also  provided  comments  to  Finding  C.  (See  Appendix  C 
for  Director,  JIEDDO,  comments  and  our  response.) 

(Ilf  (/til  Niw’/hhw 

(U//FOUO)  The  comments  of  the  Acting  Deputy  Secretary  of  Defense  and  the  Director,  JIEDDO, 
were  responsive  and  require  no  further  action. 

C.2.  (U//FOW0)  We  recommend  that  the  Director,  JIEDDO,  authorize  the  COIC  a  full  time 
Deputy  General  Counsel  for  Operations  and  Intelligence  billet. 

(Ill  Olrrrlm  /IHDIKI  Ijiinimwz 

(U //fOWQ)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that  the 
position  was  to  be  filled  in  January  2014. 

(IJ)  Olil  RPSfWttliv 

(U//PQUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 
Based  on  follow-on  communication  from  JIEDDO,  the  previous  General  Counsel  for  Operations  and 
Intelligence  did  return  to  JIEDDO  in  January  2014,  but  is  currently  filling  the  position  of  the  Deputy 
General  Counsel,  JIEDDO. 

C.3.  {U //?%&&)  We  recommend  that  the  Director,  JIEDDO,  review  hardcopy  and  softcopy 
holdings  for  U.S.  persons  information,  and  delete  or  retain  in  accordance  with  DoD  S240.1-R, 
Chapter  3. 

(II)  Manuijt: mum  Gmmirnt 

(U//F6U0)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  provided  the  following 
comments  that  "this  review  is  part  of  the  ongoing  Intelligence  Oversight  program.  JIEDDO 
published  JIEDDO  Instruction  5240.1  in  January  2012  which  reviewed  our  procedures  and  opinions 
for  compliance."  JIEDDO  COIC  is  close  to  finalizing  a  SOP  on  intelligence  oversight  and  handling  of 
information  concerning  U.S.  persons,  led  by  the  intelligence  oversight  officer  and  closely 
coordinated  with  the  General  Counsel's  office. 

(U)  Dm-  Hi'apntw 

(U//FOUQ)  The  comments  of  the  Director,  JIEDDO,  were  responsive.  We  request  that  JIEDDO 
complete  the  review  no  later  than  30  days  from  the  date  of  this  report,  staff  its  intelligence 
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oversight  SOP  through  the  Office  of  the  Assistant  Secretary  of  Defense  for  Intelligence  Oversight  and 
provide  the  results  to  the  DoD  IG. 

C.4.  (U//4-OUO)  We  recommend  that  the  Director,  JlliDDO,  tailor  JILDDO's  intelligence 
oversight  training  to  fit  the  COIC's  unique  mission  and  activities. 


Ill/  ''riUMi/eifii  til  i.OtiiHK'iit  ' 

(U//I-OUO)  The  Director,  JlliDDO,  concurred  with  this  recommendation  and  commented  that 
jlEDDO  tailored  its  training  as  part  of  JIEDDO  Instruction  5240.1  injanu  117  2012  and  continues  to 
refine  the  training  to  ensure  compliance. 

I U /  Din  Hi'ypotlSi' 

(U//POUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

‘These  recommendations  are  also  applicable  to  Finding  A,  "The  COIC  Improperly  Collected 
information  on  U.S.  Persons,"  Finding  B,  “The  COIC  Improperly  Retained  Information  on 
II.S.  Person, "  or  Finding  I),  "The  COIC  Lacked  effective  Intelligence  Oversight. " 
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(U)  Finding  D:  The  COIC  Lacked  Effective 
Intelligence  Oversight 

(U//EOHO)  Intelligence  oversight  training,  knowledge,  and  practices  within  the  COIC  werp 
inconsistent  and  some  COIC  members  characterized  them  as  'minimal  at  best."  The  COIC  lacked  an 
effective  intelligence  oversight  program  because  prior  to  2012,  JIHDPO  leadership  had  significantly 
emphasized  the  program.  In  addition,  the  COIC's  workforce  had  varying  degrees  of  initial 
intelligence  and  intelligence  oversight  training. 

(U)  According  to  JIEDDOI  5240.01: 


Enclosure  2.1.  Per  JIEDDO  Director  Memorandum  ...  [dated  February  28,  201 1J  the 
Counter-IED  Operations/lntelligencc  Integration  Center  is  the  sole  intelligence 
component  of  JIEDDO, 

Enclosure  2.1b.  Ensure  all  newly-assigned  COIC  and  headquarters  personnel  receive 
10  training  developed  by  the  JIEDDO  COIC  Training  Integration  Division  within  30 
days  of  arrival,  receive  annual  refresher  training  in  10  and  are  formally  tested  on 
their  knowledge  tailored  to  specific  unit  missions.  Formal  testing  developed  in 
coordination  with  the  IG  and  [DoD  General  Counsel]  can  immediately  follow  annual 
refresher  training. 


(Li//4«QtJ0)  As  cited  in  an  ATSD(IO)  report  "Report  of  a  Staff  Assistance  Visit”  of  August  0,  201 1, 
intelligence  oversight  knowledge  in  the  [JIEDDO]  workforce  is  inconsistent.  ATSD(IO) 
recommended  that  JIEDDO  should  develop  a  training  resource  tailored  to  the  nuanced  risks  of  the 
COIC’s  organization  and  mission,  especially  as  mission  focus  shifts,  as  anticipated,  to  a  new  future 
target.  Intelligence  oversight  training,  knowledge,  and  practices  within  the  COIC  remained 
inconsistent.  Prior  to  2012,  JIEDDO  leadership  had  not  given  significant  emphasis  to  the  COIC’s 
intelligence  oversight  and  did  not  approve  an  intelligence  oversight  policy  letter  until  July  2012, 
after  the  DoD  IG  announced  its  investigation.  According  to  a  senior  COIC  official,  the  COIC  was 
working  on  a  training  program  for  Assistant  Intel  Oversight  officers,  but  IIEDDO’s  leadership  did 
not  make  it  a  priority.  In  addition,  the  COIC’s  workforce  had  varying  degrees  nf  Initial  intelligence 
training  (4days  -6weeks),  which  included  sume  intelligence  oversight.  Some  COIC  personnel 
described  JIEDDO's  intelligence  oversight  training  as  minimal,  at  best. 


JIEDDO  (bX6).  (l)W7XC) 


(U//fi©W>)  According  to  representatives  from  OUSD(I),  after [ _ 

I  and  expressed  concerns  that  the  COIC  may  be  performing  intelligence 


JIEDDO  (l>X5);  (bX7XC) 


activities,  he  was  purportedly  assured  by  the  Office  of  the  Secretary  of  Defense  that  the  COIC  was 
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engaging  in  intelligencc-like  activities,  which  were  governed  by  the  same  intelligence  rules.  The 

said  that  when  JIEDDO’s  J2  and  the  COIC  were 

merged  in  2010  as  a  result  of  a  command  reorganization,  the  COIC  acknowledged  an  intelligence  [or 
intelligence-likcj  mission.  In  February  201 1,  the  COIC  was  given  a  new  designation  --  from  the 
Counter-IED  Operations  Integration  Center  to  the  Connter-IFD  Operations/Intelligence  integration 
Center. 


||  also  said  that  in  May  2011,  JIEDDO  started  enforcing  the  annual  requirement  for 
Intelligence  Oversight  (10)  training,  and  the  number  of  the  COIC  personnel  examining  intelligence 
oversight  issues  increased  from  two  to  eight  people.  In  August  2011,  the  Assistant  to  the  Secretary 
of  Defense  for  Intelligence  Oversight  sent  a  memorandum,  subject:  "Report  of  Staff  Assistance 
Visit,"  to  the  Director,  Counter-IED  Operations/Intelligonce  Integration  Center  (COIC).  The 
memorandum  detailed  deficiencies  in  the  COIC's  Intelligence  Oversight  program,  which  included 
training,  oversight,  and  reporting,  and  provided  recommendations  for  improvements.  A  July  2011 


memorandum  from 


JIEDDO  (h)(6),  (h)(7)(C) 


JIEDDO  (b)(6).  (b)(7KC) 


|,  COIC,  designated  j^j 


(U//KOIIO)  According  to  95  percent  of  all  information,  which  may  include  U.S.  persons' 

data  that  the  COIC  received,  was  stored  on  the  Multi-Core  I  NT  computer  server,  and  the  other  five 
percent  of  information  was  stored  on  the  Restricted  Local  Area  Network  system.  j|jp§^S9said  he 
had  archived  every  email  concerning  Intelligence  Oversight  since! 


JIEDDO  (b)(6).  (b)(7)(C) 


JIEDDO  (bXfi)  (b)(7)(C) 


_ .  He  added  that  he  had  built  folders  for  all  requests  and 

answers.  said  he  had  specified  computer  network  folders  to  hold  Intelligence  Oversight- 

saiil  the  folders  were  built  in  July  2012  by  the  information  Assurance 


related  data. 

division  on  the  SIPRNet  [Secure  Intprnpt  Protocol  Router  Network]  nnn-releasable  server,  in  an 
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Intelligence  Oversight  subdirectory,  and  on  JW1CS  [joint  Worldwide  Intelligence  Communications 
System]  on  the  HCS  [Human  Intelligence  Control  System]/ORCON  [Dissemination  and  Extraction  of 
Information  Controlled  by  Originator]  server,  in  an  Intelligence  Oversight  subdirectory.  We  found 
statement  to  be  false.  Our  review  of  the  intelligence  oversight  folders  revealed  that  the 
folders  were  not  created  until  October  2012,  rather  than  in  July,  aspg^^^^had  said. 


(U//FOUO)  A  senior  COIC  analyst  said  U.S.  persons'  data  was  researched  and  stored  on  the 
Restricted  Local  Area  Network  system.  Another  senior  analyst  said  the  Network  Integration 
Division  managed  the  storing  and  purging  of  U.S.  persons'  data  on  COIC’s  computer  systems.  A 
manager  in  the  COIC's  Information  Technology  Management  Office  said  that  an  email  from  the 
general  counsel  or  the  Intelligence  Oversight  officer  was  necessary  before  U.S.  persons'  data  could 
be  purged  from  the  network.  But  he  said  he  had  never  seen  such  a  request. 

contractor,  who  worked  for  the  COIC's  Information  Assurance,  also  said  he  never  received  a  request 
to  delete  U.S.  persons'  data,  and  no  record  existed  to  indicate  any  U.S.  persons  information  had  ever 
been  deleted. 


(U//FOUO)  COIC  personnel,  at  many  pay  grades  and  levels  of  responsibility,  generally  rated  the 
Intelligence  Oversight  training  program  from  "minimally  sufficient"  to  "average,”  and  several 
members  believed  that  the  training  was  done  only  to  "check  the  block,"  referring  to  the  training 
requirement.  According  to  one  analyst,  the  command  conducted  a  "paper  drill”  updating  the 


Intelligence  Oversight  policy,  which  identified  individuals  within  various  sections  as  Intelligence 
Oversight  monitors.  But  some  of  the  designated  employees  were  not  notified  of  their  new 


(U)  Conclusion 

(U//FOUO)  The  COIC  did  not  have  an  effective  intelligence  oversight  program  due  to  a  lack  of 
emphasis;  the  training  was  characterized  as  "minimal  at  best."  The  COIC's  workforce  had  varying 
degrees  of  initial  intelligence  and  intelligence  oversight  training,  which  resulted  in  inconsistent 
knowledge  and  practices. 

(U)  Recommendations,  Management  Comments,  and  Our 
Response 

D.l.  (U//POUO)  Wc  recommend  that  the  Deputy  Secretary  of  Defense  approve  DoDD 

2000.19E  to  reflect  the  Joint  Improvised  Explosive  Device  Defeat  Organization  Counter-IED 
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Operations/Intelligence  Integration  Center’s  authorized  intelligence  functions,  roles,  and 
responsibilities,  and  assign  an  executive  agent  for  IIEDDO's  external  intelligence  oversight. 

fll)  Ai'Ufty  Ovpu fj  Srct  ftnr\>  of  0*'h 

(U//l'OUO)  The  Acting  Deputy  Secretary  of  Defense  partially  concurred  with  this  recommendation 
and  provided  comments  that  DoDD  2000.19  would  be  updated  as  JIEDDO  is  reorganized  and 
transitioned  per  the  Deputy  Management  Action  Group's  decision  memo  of  September  6, 2013.  The 
Acting  Deputy  Secretary  of  Defense  recommended  180-day  suspense,  from  concept  approval,  for 
the  update  DoDD  2000.19E  vice  the  120  days  stated  in  Recommendation  A.l. 

(II)  Our  llrspi'Dsr 

(U//FOUO)  The  Acting  Deputy  Secretary  of  Defense's  comments  were  partially  responsive.  The 
Acting  Secretary  of  Defense  concurred  with  updating  DoDD  2000.19  E,  but  recommended  suspense 
of  180  days  from  the  approval  of  JIEDDO's  reorganization  concept.  We  concur  with  the  180-day 
suspense.  The  Acting  Deputy  Secretary  of  Defense  was  not  responsive  to  assigning  an  executive 
agent  to  JIEDDO’S  external  intelligence  oversight.  We  believe  that  it  is  critical  to  assign  an  executive 
agent  for  intelligence  to  an  external  DoD  organization  capable  of  integrating  JIEDDO's  intelligence 
activities  into  its  intelligence  oversight  program.  We  respectfully  request  that  the  DEPSECDEF 
reconsider  this  part  of  the  recommendation  and  provide  comments  to  the  final  report. 

fU)  Director,  IIEDDO  Continents 

(UZ/TODO)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  Recommendation 
A.2,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished  in  the  next  update  to  DoDD  2000.19E.  The  Director,  JIEDDO,  also  provided 
comments  to  Finding  D.  (See  Appendix  C  for  Director,  JIEDDO  comments  and  our  response.) 


The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

D.2.  (U//WMJ05  We  recommend  that  the  Deputy  Secretary  of  Defense  create  an  internal 
Inspector  General  for  |IEDDO  to  oversee  the  organization's  intelligence  oversight  program. 


(tJJ  Atlttnt  (iTjiuh  ntitiri  t ,’  OmZ/vj.1,, 

(U//TOUO)  The  Acting  Deputy  Secretary  of  Defense  concurred  with  this  recommendation  and 
provided  comments  that  reissuing  the  JIEDDO  chartering  directive  will  be  used  to  clarify  both  the 
role  of  a  JIEDDO  IG  and  IG's  relationship  to  a  more  senior  IG  in  an  appropriate  defense  component 
regarding  to  Intelligence  Oversight  responsibilities. 
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I II)  Director  III'LHh  ' 

(U//F0U6-)  Although  not  required,  the  Director,  J1EDD0,  offered  comments  to  Recommendation 
A.5,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished. 

(U)  Dm  Response 

(U//r0U0)  The  comments  of  the  Acting  Deputy  Secretary  of  Defense  and  the  Director,  J1EDDO, 
were  responsive  and  require  no  further  action. 

D.3.  (U//MU&)  We  recommend  that  the  Director,  JIEDDO,  authorize  the  COIC  a  full  time 
Deputy  General  Counsel  for  Operations  and  Intelligence  billet. 

(11/  Utrttcmr,  }  l  ED  DU  Comments 

(U//TOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that  the 
position  was  to  be  filled  in  January  2014. 

( (If  Our  Response 

(U//FOUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 
Based  on  follow-on  communication  from  JIEDDO,  the  previous  General  Counsel  for  Operations  and 
Intelligence  did  return  to  JIEDDO  in  January  2014,  but  is  currently  filling  the  position  of  the  Deputy 
General  Counsel,  JIEDDO. 

D.4.  (U//HHf©')  We  recommend  that  the  Director,  JIEDDO,  tailor  JIEDDO's  intelligence 
oversight  training  to  fit  the  COIC’s  unique  mission  and  activities. 

(til  MniiiHjrmeht  Cumments 

(U//FOUO)  The  Director,  JIEDDO,  concurred  with  this  recommendation  and  commented  that 
JIEDDO  tailored  its  training  as  part  of  JIEDDO  Instruction  5240.1  in  January  2012  and  continues  to 
refine  the  training  to  ensure  compliance. 


Itf/lJUi  nii.S ji/l/I.M1 

(U//POUO)  The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 

*These  recommendations  are  also  applicable  to  Finding  A,  "The  COIC  Improperly  Collected 
information  on  U.S.  Persons,"  Finding  B,  "The  COIC  Improperly  Retained  Information  on 
U.S.  Persons,"  or  Finding  C,  "The  COIC  Improperly  Disseminated  Information  on  U.S. 

Person. " 
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(U)  Finding  E:  COIC  Authority  as  a  DoD 
Intelligence  Component  was  Unclear 

(U//FQUQ)  The  COIC’s  authority,  roles,  and  responsibilities  as  a  DoD  intelligence  component  were 
unclear  and  undocumented.  DoDD  2000.19E  was  written  prior  to  the  COIC’s  establishment  and 
therefore  did  not  specify  the  COIC’s  authority  to  collect  raw  data  under  the  auspices  of  research. 
COIC  senior  leadership  incorrectly  perpetuated  the  idea  that  the  COIC  did  not  conduct  intelligence 
collection.  Likewise,  DoDD  2000.19E  did  not  specify  the  COIC’s  authority  to  collect  raw  intelligence 
and  produce  original  intelligence  products.  According  to  officials  from  OUSD(I),  the  DoD  Office  of 
General  Counsel,  and  the  Office  of  the  Assistant  to  the  Secretary  of  Defense  for  Intelligence 
Oversight  (ATSD(IOJ),  no  DoD  directives  or  guidance  existed  that  defined  the  COIC,  its  designated 
functions,  or  its  authorized  roles  and  responsibilities.  DoDD  2000.1 9E  tasked  OUSD  (I)  to  provide 
policy,  guidance,  and  oversight  for  information  management  and  intelligence  to  assist  the  JIEDDO 
on  matters  pertaining  to  IED  Defeat.  But  inconsistencies  existed  about  the  COlC's  authorities,  roles, 
and  responsibilities.  As  a  result,  the  COIC  leadership  was  confused  about  its  authority  to  conduct 
intelligence  collection  and  therefore  unable  to  definitively  provide  written  authorizations  to  their 
employees  when  questions  arose. 

CU//FOU,0O  The  COlC's  authority,  roles,  and  responsibilities  as  a  DoD  intelligence  component  were 
unclear  and  undocumented.  DoDD  2000.19E  was  written  prior  to  the  COlC’s  establishment  and 
therefore  did  not  specify  the  COlC's  authorities  to  collect  raw  data  under  the  auspices  of  research. 
Likewise,  it  did  not  specify  the  COlC’s  authority  to  produce  original  intelligence  products. 

According  to  officials  from  OUSD  (I),  DoD  Office  of  General  Counsel,  and  the  Office  of  the  Assistant 
to  the  Secretary  of  Defense  for  Intelligence  Oversight  ATSD(IO),  no  DoD  directives  or  guidance  [OSD 
promulgation  memorandum]  existed  that  defined  the  COIC,  its  designated  functions,  or  its 
authorized  roles  and  responsibilities.  Although  DoDD  2000.19E  tasked  OUSD(I)  to  provide  policy, 
guidance,  and  oversight  for  information  management  and  intelligence  to  assist  the  JIEDDO  on 
matters  pertaining  to  IED  Defeat,  inconsistencies  existed  hetween  OUSD(I),  ATSD(IO),  and  the 
JIEDDO  concerning  the  COlC's  authorities,  roles,  and  responsibilities. 

(U//POUO)  The  use  of  non-doctrinal  terms  such  as  harness,  fuse,  and  research  to  describe  COIC 
activities  was  ambiguous  and  not  in  accordance  with  Joint  Publication  2-0,  "Doctrine  for 
Intelligence  Support  to  Joint  Operations."  Intelligence  analysts  within  the  COIC  held  a  variety  of 
opinions  on  the  meaning  of  the  terms  ’’harness’’  and  "fuse"  as  they  were  stated  in  JIEDDO's  mission. 
Additionally,  inconsistent  statements  existed  on  how  "research,"  conducted  by  a  COIC  analyst, 
differed  from  intelligence  collection.  Intelligence  activities  are  defined  in  DoDD  5240.01  as  the 
collection,  analysis,  production,  and  dissemination  of  foreign  intelligence  [FIJ  and  Cl 
[counterintelligence]  pursuant  to  DoDD  5143.01,  "Under  Secretary  of  Defense  for  Intelligence 


DODIG-2014-055  |  37 

SECRET //NQFORM 


SECRET//NOFORN 


(USD(I))"  and  Executive  Order  12333.  The  DoD  Office  of  General  Counsel  also  said  that  terms  such 
as  "defeat  the  network",  etc  [attack  the  network|  were  dangerously  ambiguous  and  had  advised 
that  "intelligence  collection"  should  be  used  in  lieu  of  the  word  “research."  Senior  leaders  within 
the  C01C  perpetuated  the  incorrect  idea  that  the  COIC  did  not  conduct  intelligence  collection. 

(U//FOUO)  A  February  21,  2007,  Director,  Defense  Intelligence  Agency  [DIA),  memorandum  to  the 
Under  Secretary  of  Defense  for  Intelligence  (USD(I)),  subject:  "Joint  Improvised  Explosive  Device 
Defeat  Organization  (JIEDDOJ  and  Intelligence  Oversight  Responsibilities,"  stated: 

while  JIEDDO  has  not  been  formally  identified  as  a  DoD  Intelligence  Component, 
elements  of  JIEDDO  are  conducting  intelligence  activities  based  on  their 
organization  and  functions.  It  is  my  understanding  that  JIEDDO's  Intelligence 
Directorate  is  functionally  an  intelligence  organization,  staff,  or  element  that 
collects,  produces,  and  disseminates  foreign  intelligence.  The  Director,  DIA 
recommended  to  the  USD(I)  that  JIEDDO  be  designated  as  a  DoD  Intelligence 
Component. 

CU//P&UO)  In  a  June  1,  2007,  Under  Secretary  of  Defense  for  Intelligence  memorandum  to  DIA, 
OUSD(I)  confirmed  DIA's  assessment  that  JIEDDO  was  conducting  intelligence  activities  as  defined 
in  law  [EO  12333]  and  policy  [DoD  5240.1-RJ;  however,  OUSD[I}'s  memorandum  again  did  not 
address  DIA's  suggestion  that  JIEDDO  be  designated  a  DoD  intelligence  component.  The  Under 
Secretary  of  Defense  for  Intelligence  drafted  a  memorandum  attempting  to  designate  the  COIC  as  a 
DoD  intelligence  component,  as  defined  by  DoDD  5240.01-R,  "Procedures  governing  the  activities  of 
DoD  intelligence  components  that  affect  United  States  persons",  December  1982;  however,  the 
memorandum  was  never  signed  or  dated. 

(U//F0U0)  According  to  one  OUSD(I)  representative,  any  DoD  component  can  perform  intelligence- 
like 14  activities,  but  intelligence  activities,  such  as  creating  original  intelligence  products  or  analysis, 
can  be  done  only  by  the  members  of  the  Intelligence  Community15,  and  the  representative  said 


14  (U)  Although  we  could  find  no  written  definition  for  "intelligence- like  activities,"  Joint  Publication  1-02  defines  intelligence-related 
activities  as:  Those  activities  outside  the  consolidated  defense  intelligence  program  that:  respond  to  operational  commanders' 
tasking  for  time-sensitive  Information  on  foreign  entities;  respond  to  national  intelligence  community  tasking  of  systems  whose 
primary  mission  is  support  to  operating  forces;  train  personnel  for  Intelligence  duties;  provide  an  Intelligence  reserve;  or  are  devoted 
to  research  and  development  of  Intelligence  or  related  capabilities.  (Specifically  excluded  are  programs  that  are  so  closely  Integrated 
with  a  weapon  system  that  their  primary  function  is  to  provide  immediate-use  targeting  data.) 

14  (U)  Title  SO,  Section  401a  (4),  United  States  Code  defines  the  Intelligence  community  as: 

The  Office  of  the  Director  of  National  Intelligence 

The  Central  Intelligence  Agency 

The  National  Security  Agency 

The  Defense  Intelligence  Agency 

The  National  Geospatial-Intelligence  Agency 

The  National  Reconnaissance  Office 

Other  offices  within  the  DoD  for  the  collection  of  specialized  national  intelligence  through  reconnaissance  programs 

The  intelligence  elements  ol  the  Army,  the  Navy,  the  Air  Force,  the  Marine  Corps,  the  Federal  Bureau  of  Investigation,  and  the 

Department  of  Energy 
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JIEDDO  was  not  an  intelligence  community  unit.  The  representative  said  if  personnel  at  the  COIC 
used  raw  intelligence  data  to  create  their  products,  they  were  outside  ol  their  authorizations  and 
'may  have  a  problem."  He  further  said  that^^^Q^^^BIHIBHBBHHUHlI 

I  expressed  concern  that  the  COIC  may  be 


performing  intelligence  activities.  The  representative  said  that  when expressed  his 
concern  to  the  Office  of  the  Secretary  of  Defense,  he  received  its  assurance  that  the  COIC  was 
conducting  intelligence-like  activities  rather  than  intelligence  activities.  However,  the  OUSD[l) 
representative  said  intelligence-like  activities  still  must  be  performed  under  the  same  rules  as 
intelligence  activities. 


(U//P01J0)  Another  OHSD(I)  official  said  the  Secretary  of  Defense's  memorandum  on  Intelligence 
Oversight  Policy  Guidance  of  March  26,  2008  (updated  July  27,  2012),  did  not  show  the  COIC  as  a 
DoD  Intelligence  Component;  therefore,  JIEDDO  did  not  have  wide-ranging  intelligence  authority. 
According  to  this  official,  the  OIJSD(I)  drafted  a  memorandum  (undated)  to  designate  the  COIC  as  a 
DoD  intelligence  component,  as  defined  by  DoD  5240.1-R16;  however,  the  l)SD(l)  never  signed  the 
memorandum.  This  official  said  JIEDDO's  intelligence  authority  should  lie  held  in  DoDD  2000.19E, 
which  established  JIEDDO.  But  regarding  intelligence,  the  representative  pointed  out  that  the 
directive  stated  that  OUSD(I)  and  the  office  of  the  Director  of  National  Intelligence  were  to  provide 
intelligence  support  to  JIEDDO  to  meet  the  JIEDDO  Director’s  Priority  Intelligence  Requirements. 

He  said  he  could  find  no  law  or  directive  that  specifically  gave  JIEDDO  the  authority  to  conduct 
intelligence  activities.  The  representative  said  OIJSD(I)  oversight  of  JIEDDO  did  not  conclude  that 
1 I  EDDOs  intelligence  activity  was  being  conducted  outside  of  its  authority.  The  representative  said 
OII.SD(I)  never  resolved  the  JIEDDO  intelligence  designation/anthority  issue  and  JIEDDO  had  no 
written  authority  to  conduct  intelligence.  The  OUSD(I)  representative  said  [JIEDDO'sJ  response  to  a 
"Request  for  Support"  was  an  answer  to  a  question  (vice  intelligence  production)  and  the  local 
commander  assumed  the  risk  for  that  data.  However,  he  said  JIEDDO  was  performing  intelligence  if 
it  was  obtaining  disparate  pieces  of  data  and  processing  that  data  to  explain  its  meaning,  lie  said 
that  if  JIEDDO  called  its  product  an  intelligence  report  (vice  information  report),  then  it  may  have 
"committed  a  foul." 


The  Bureau  of  Intelligence  and  Research  of  the  Department  of  Male 
The  Office  of  Intelligence  and  Analysis  of  the  Department  of  Treasury 

The  elements  of  the  Department  of  Homeland  Security  concerned  with  the  analysis  of  Intelligence  Information,  Including  the 
Office  of  Intelligence  of  the  Coast  Guard 

Such  other  elements  of  any  other  department  or  agency  as  may  be  designated  by  the  President,  or  designated  Jointly  by  the 
Director  of  National  Intelligence  and  the  head  of  the  department  or  agoncy  concerned,  as  an  element  ol  the  intelligence 
community. 

16  (U)  DoD  Regulation  5240.1-R  lists  DoD's  intelligence  components,  along  with  the  following  statement: 

Dll. 1.8.16.  Other  organltations,  staffs,  and  offices,  svhen  used  for  foreign  intelligence  or  counterintelligence  activities  to  which  part 
2  of  t.0. 12333  applies,  provided  that  the  heads  of  such  organliatlons,  staffs,  and  offices  shall  not  be  considered  as  heads  of  DoD 
intelligence  components  for  purposes  of  this  Regulation. 
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(U//POUQ)  A  third,  senior  OUSD(I)  representative  said  the  COIC  was  a  DoD  intelligence  component 
based  on  its  intelligence  or  intelligence-like  activities.  He  added  that  J1EDDO  did  not  require  formal 
designation  in  writing  to  be  allowed  to  do  intelligence  work.  He  said  OUSD(l)  compared  the  COIC  to 
COCOM  J2s,  Joint  Intelligence  Operations  Centers,  etc,  which  he  said  were  considered  intelligence 
components  due  to  the  nature  of  their  activities.  He  added  that  COCOM  J2s  did  not  need  such 
designation.  However,  according  to  a  Deputy  Secretary  of  Defense’s  memorandum  of  March  26, 
2008  (Incorporating  Change  3,  July  27, 2012),  the  offices  and  staff  of  the  senior  intelligence  officers 
(SIO)  of  the  combatant  command  headquarters  are,  in  fact,  designated,  in  writing,  as  Defense 
Intelligence  Components. 

(U//FOUO)  This  senior  OUSD(l)  representative  also  said  OUSD(l)  had  concluded  that  the  COIC  was 
engaging  in  intelligence-like  activities  and  that  OUSD(I)  was  comfortable  with  those  activities.  He 
also  said  that  where  JIEDDO  extended  its  authority  broader  than  what  was  in  its  original  tasking, 
the  highest  levels  of  DoD  and  the  White  House  [unspecified]  were  aware  of  its  activities.  The 
representative  said  that  "if  anyone  thought  JIEDDO  was  going  beyond  its  authority,  plenty  of 
opportunity  existed  to  'shut  them  down.’"  He  said  describing  the  COIC  as  an  intelligence 
component  meant  that  it  would  be  subject  to  intelligence  oversight.  However,  in  accordance  with 
DoDD  5240.1 -R,  other  organizations,  staffs,  and  offices  -  when  used  for  foreign  intelligence  or 
counterintelligence  activities  in  which  part  2  of  E.0. 12333  (reference  (a)),  applies  -provided  that 
the  heads  of  such  organizations,  staffs,  and  offices  shall  not  be  considered  as  heads  of  DoD 
intelligence  components  for  purposes  of  this  Regulation. 

(U)  Conclusion 

(U//FOUO)  We  found  that  JIEDDO’s  authority,  roles,  and  responsibilities  as  a  DoD  intelligence 
component  lacked  documentation  and  the  perceptions  of  it  varied  between  OUSD(I),  DoD  OGC, 
ATSD(IO),  and  JIEDDO.  JIEDDO’s  mission  was  ambiguous  and  current  functions  exceeded  its 
original  charter.  This  confusion  allowed  contract  analysts  and  government  supervisors  to  collect 
information  about  U.S.  persons  that  fell  outside  the  COIC's  foreign  intelligence  function. 

(U)  Recommendations,  Management  Comments,  and  Our 
Response 

E.l.  (U//10UO)  We  recommend  that  the  Deputy  Secretary  of  Defense  determine  whether  the 
JIEDDO  should  be  designated  a  DoD  intelligence  component,  much  like  the  intelligence 
elements  of  the  Services  and  the  senior  intelligence  offices  of  the  combatant  commands.  If  so 
designated,  approve  appropriate  authorization  for  incorporation  into  DoD  5240.1-R  and 
DoDD  2000.19E  within  120  days.  If  not  designated,  direct  the  JIEDDO  to  cease  all 
intelligence  collection  activities. 
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fUJ  Acting  Duputy  'Jvcretmv  Uafcnsc  CtnnntrnLs 

(U//POUO)  The  Acting  Deputy  Secretary  of  Defense  non-concurred  and  provided  the  following 
four-part  comment: 

a.  "Under  the  authorities  in  50  USC  §  3038  and  E.O.  12333  §  1.10  (k),  SECDEF  may  use  such 
elements  of  the  Department  of  Defense  as  may  be  appropriate  for  the  execution  of 
intelligence  functions.  In  DoDD  2000.19E,  SECDEF  assigned  intelligence  functions  to  JIEDDO 
along  with  the  authority  to  structure  the  organization  to  carry  out  those  functions.  Director, 
JIEDDO,  in  turn,  assigned  those  authorities  to  COIC  via  internal  JIEDDO  policy  documented 
in  the  JIEDDO  Organization  and  Functions  Guide." 

b.  "JIEDDO's  COIC,  a  subordinate  staff  component,  does  carry  out  intelligence  activities  as 
part  of  its  mission  and,  as  such,  already  meets  the  definition  of  a  Defense  Intelligence 
Component  (DIC)  under  paragraph  DL1.1.8.16  of  DoD  5240.1-R.  It  is,  therefore,  already 
subject  to  the  provisions  governing  intelligence  oversight." 

c.  "JIEDDO  as  an  organizational  entity  should  not  be  designated  a  DIC  as  recommended. 
JIEDDO  in  and  of  itself  is  notan  intelligence  organization  and  Director,  JIEDDO,  does  not 
require  the  additional  authority  granted  by  DoD  5240.1-R  to  the  Head  of  a  named  DIC.” 

d.  "In  accordance  with  its  responsibilities  articulated  in  DoDD  2000.19E,  paragraph  6.3.1., 
USD  (1)  will  ensure  that  JIEDDO  understands  which  specific  collection  authorities  it  has 
already  and  which  will  require  additional  approvals." 

(V)  Our  Rcspnnsf 

(U//PQUO)  The  Acting  DEPSECDEF  comments  are  partially  responsive.  The  Acting  DEPSECDEF 
determined  that  no  requirement  existed  to  designate  JIEDDO  a  named  DIC.  The  Acting  DEPSECDEF 
also  tasked  the  USD  (I)  to  ensure  that  JIEDDO  understood  its  specific  authorities  in  accordance  with 
DoDD  2000.19E.  However,  we  remain  concerned  about  JIEDDO's  compliance  with  the  provisions  of 
paragraph  Cl.1.1.,  APPLICABILITY  AND  SCOPE,  of  DoD  5240.1-R-specifically,  that  a  DoD 
intelligence  component's  "[ajuthority  to  employ  such  techniques  [Procedures  1  through  10]  shall 
be  limited  to  that  necessary  to  perform  functions  assigned  to  the  DoD  intelligence  component 
concerned,"  pending  the  reissuance  of  DoDD  2000.19E. 

(U//POUO)  We  found  widespread  confusion  among  the  JIEDDO  staff,  including  both  junior  and 
senior  personnel,  on  its  authority  to  intentionally  collect  on  U.S.  persons.  Most  troubling  was  the 
COIC's  Chief  of  Staffs  statements  in  his  initial  formal  briefing  to  the  DoD  IG  team  and  in  subsequent 
communication  with  the  DoD  IG  that  the  COIC  lacked  intelligence  collection  authority,  did  not 
collect  intelligence,  and  was  not  authorized  to  collect  intelligence  on  U.S.  persons. 

(U//FOUQ)  We  maintain  that  the  current  DoDD  2000.19E  does  not  clearly  define  the  intelligence 
collection  authorities  and  functions  that  the  Secretary  of  Defense  assigned  to  JIEDDO  and  that  the 
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functions  that  the  Director,  JIEDDO,  delegated  to  the  J1EDDO  COIC  were  predicated  on  implied 
authorities.  We  based  our  conclusion  on  the  following: 


JIEDDO  (l>N6).  (DX7MC) 


(U//4'OtM»J  In  January  2010,  the  j _ 

expressed  his  concerns  to  the  Under  Secretary  of  Defense  for  Intelligence 
about  authorities  related  to  JIEDDO  COIC’s  intelligence  functions. 


(U//*©U©)  On  July  16, 2012,  thc|Sj||i|||,  JIEDDO  COIC,  briefed  the  DoD  IG 
team  that  "JIKDD0-C01C  has  no  authorities  to  conduct  intelligence  collection 
missions  and  JIEDDO  has  no  authorities  to  collect  on  U.S.  Persons  and  must  adhere 
to  applicable  USG  and  DOD  Directives  [EO  12333  and  DoD  5240.1]." 


-  (U//FOUO)  On  August  09,  2012,  the^|^|||||||,  JIEDDO,  responded  to  a  DoD  IG 
data  call  stating  that  neither  "JIEDDO  nor  the  COIC  collects  information  on  U.S. 
persons. 


JEDDO  (bXb).  (I>X7)(C) 


(U//#©W)  In  October  2012,  the  JIEDDO’s  j 

|  questioned  the  scope  of  JIEDDO's  mission  and  the  JIEDDO 
COIC's  authority  to  collect  open  source  intelligence,  and  the  JIEDDO  COlC's  authority 
to  collect  information  on  U.S.  persons. 


(U//fOliOj  Representatives  of  the  Office  of  the  Assistant  Secretary  of  Defense  for 
Intelligence  Oversight  ATS D  (10)  maintain  that  DoDD  2000.19E  granted  JIEDDO  the 
authority  to  conduct  intelligence  activities  (although  specific  tasks  and  authorities- 
could  not  be  articulated).  According  to  a  senior  ATSD  (10)  representative,  no 
charter  doctrine  existed  for  JIEDDO  COIC,  and  JIEDDO  may  he  operating  under  the 
implied  authority  to  collect  intelligence.  This  senior  ATSD  (IO)  representative 
suggested  that  we  |  DoD  IG]  check  with  the  |oint  Staff  and  the  Office  of  the  Deputy 
Secretary  of  Defense  for  JIEDDO's  [intelligence)  authorities. 


A  senior  Under  Secretary  of  Defense  for  Intelligence  representative  explained  that 
the  Undersecretary  of  Defense  for  Intelligence  never  resolved  JIEDDO's  specific 
intelligence  collection  authorities,  but  acknowledged  that  JIEDDO  was  conducting 
intelligence  activities. 


Therefore,  we  underscore  the  Acting  DEPSECDEF's  direction  to  the  Under  Secretary  of  Defense  for 
Intelligence  to  provide  clarifying  guidance  on  the  scope  of  JIEDDO's  intelligence  collection 
authorities  pending  its  reorganization  and  the  republication  of  DoDD  2000.19E.  We  request  a  copy 
of  the  Under  Secretary  of  Defense  for  Intelligence’s  guidance  upon  issuance. 
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(it)  Director .JIEDDO 

(U//F0U01)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  the 
Recommendation  A.1,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that 
JIEDDO  COIC  has  sufficient  intelligence-related  legal  authorities  to  carry  out  its  current  mission  to 
"defeat  the  IED  system,"  even  though  it  is  not  formally  designated  as  a  Defense  Intelligence 
Component  (D1C)  under  DOD  5240.1-R.  However,  the  Director  further  stated  that  JIEDDO  will 
prepare  a  detailed  mission  statement  for  its  intelligence  operations  as  its  future  overall  mission 
changes. 

(U)  Our  Response 

(U/yTOUQ)  The  comments  of  the  Director,  JIEDDO,  were  not  responsive.  We  did  not  find 
irrefutable  evidence  of  JIEDDO's  specific  collection  authority  to  conduct  human,  signal,  or  open 
source  intelligence  activities.  At  the  time  of  the  collection  activities  highlighted  in  this  report, 
JIEDDO  COIC  concluded  that  it  lacked  the  authority  to  collect  on  U.S.  persons  and  did  not  conduct 
collection  activities.  We  maintain  that  JIEDDO’s  use  of  non-doctrinal  words  such  as  "harnessing" 
and  "fusing”  of  information,  in  lieu  of  intelligence  collection,  contributed  to  confusion  about 
JIEDDO's  intelligence  authorities  and  made  JIEDDDO  COIC  vulnerable  to  conducting  activities  that 
may  have  violated  DoDD  5240.1-R.  The  forthcoming  rewrite  of  JIEDDO's  mission  and  the  Under 
Secretary  of  Defense  for  Intelligence’s  (USD(I)J  clarification  of  JIEDDO'S  intelligence  collection 
authorities  should  provide  the  necessary  clarity  on  JIEDDO's  intelligence  authorities,  mission,  and 
functions. 

E.2.  (U//F0©©)  We  recommend  that  the  Deputy  Secretary  of  Defense  approve  DoDD 
2000.19E  to  reflect  the  Joint  Improvised  Explosive  Device  Defeat  Organization  Counter-IED 
Operations/Intelligence  Integration  Center's  authorized  intelligence  functions,  roles,  and 
responsibilities,  and  assign  an  executive  agent  for  JIEDDO's  external  intelligence  oversight. 

(II)  Acting  Deputy  Secretary  o(  Defense  Comments 

(U//FOU©)  The  Acting  Deputy  Secretary  of  Defense  partially  concurred  with  this  recommendation 
and  provided  comments  that  DoDD  2000.19  would  be  updated  as  JIEDDO  is  reorganized  and 
transitioned  per  the  Deputy  Management  Action  Group's  decision  memo  of  September  6,  2013.  The 
Acting  Deputy  Secretary  of  Defense  recommended  180-day  suspense,  from  concept  approval,  for 
the  update  DoDD  2000.19E  vice  the  120  days  stated  in  Recommendation  A.l. 

(U)  Our  Response 

(U//PQUQ)  The  Acting  Deputy  Secretary  of  Defense’s  comments  were  partially  responsive.  The 
Acting  Secretary  of  Defense  concurred  with  updating  DoDD  2000.19  E,  but  recommended  suspense 
of  180  days  from  the  approval  of  JIEDDO's  reorganization  concept.  We  concur  with  the  180-day 
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suspense.  The  Acting  Deputy  Secretary  of  Defense  was  not  responsive  to  assigning  an  executive 
agent  of  JIEDDO’S  external  intelligence  oversight.  We  believe  that  it  is  critical  to  assign  an  executive 
agent  for  intelligence  to  an  external  DoD  organization  capable  of  integrating  JIEDDO's  intelligence 
activities  into  its  intelligence  oversight  program.  We  respectfully  request  that  the  DEPSECDEF 
reconsider  this  part  of  the  recommendation  and  provide  comments  to  the  final  report. 

(U)  Director,  flEDDO  Comments 

(U//PQUQ)  Although  not  required,  the  Director,  JIEDDO,  offered  comments  on  Recommendation 
A. 2,  addressed  to  the  Deputy  Secretary  of  Defense.  The  Director  stated  that  this  recommendation 
will  be  accomplished  in  the  next  update  to  DoDD  2000.19E. 

IUJ  Our  Response 

The  comments  of  the  Director,  JIEDDO,  were  responsive  and  require  no  further  action. 
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(U)  Observations 

(U//FQUQ)  We  became  aware  of  other  issues  during  our  investigation.  Because  these  issues  were 
outside  the  investigation’s  scope,  they  were  not  pursued;  however,  they  may  be  included  in  future 
evaluations. 

(U//rOUO)  In  2011,  JIEDDO  was  involved  in  a  Headquarters,  U.S.  Army  Reserve  Command  15-6 
investigation  of  the  Joint  Operations  Support  Element  (JOSE);  whereas,  JIEDDO  provided  $4,24 
million  in  funding  to  JOSE  (an  unofficial  military  intelligence  group  whose  organization  was  not  in 
accordance  with  Army  Regulation  140-1)  to  conduct  intelligence-like  activities.  The  investigation 
of  JOSE  found  that  the  JOSE's  activities  and  JIEDDO's  funding  were  inappropriate  and  failed  to 
address  issues  pertaining  to  intelligence  oversight.  The  report  stated: 

There  is  no  evidence  that  anyone  within  JIEDDO  performed  an  analysis  of  the 
activities  to  be  performed  by  JOSE  to  determine  if  any  requirements  related  to 
human  intelligence  training  or  counter  intelligence  training  were  implicated.  The 
legal  opinion  provided  by  the  JIEDDO  General  Counsel  addressed  the  fiscal  law  and 
funding  issues  associated  with  the  support  to  be  provided,  but  did  not  address  any 
possible  issues  regarding  operations,  intelligence  training,  and  intelligence 
oversight. 

(U//FQt>Q)  Some  legal  opinions  within  the  COIC  are  embellished  with  the  organization’s  history 
and  failed  the  due-diligence  process  in  addressing  the  intelligence  oversight  activities  to  be 
conducted  by  the  COIC  analyst  in  responding  to  a  request  for  support.  Furthermore,  prior  to  March 
2010  and  after  February  2013,  the  JIEDDO  headquarters  and  the  COIC  lacked  a  dedicated 
"intelligence"  lawyer  or  an  internal  Inspector  General.  Lacking  a  dedicated  General  Counsel  for 
Intelligence  and  an  internal  Inspector  General  contributed  to  inadequate  oversight  of  the  COIC’s 
intelligence  oversight  program.  The  U.S.  Army  remained  the  Executive  Agent  for  administrative 
oversight  for  JIEDDO;  therefore,  in  accordance  with  AR  20-1: 

Command  IG  positions  are  designated  in  approved  MTOEs  and  TDAs.  A  command 
IG  position  is  required  on  each  MTOE  or  TDA  in  which  a  general  officer  serves  as  the 
commander;  the  general  officer  will  in  turn  server  as  the  command  IG’s  authority. 

(U)  COIC  Participation  in  Non-IED-Related  Tasks 

(U//TOUO)  The  COIC  accepted  tasks  outside  the  organization’s  mission  for  several  reasons, 
including:  the  perceived  importance  of  the  particular  task  and  because  they  had  the  time, 
personnel,  and  funding  to  do  so.  From  the  COIC's  perspective,  the  sources  of  the  non-IED  tasks 
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depended  on  COIC  assistance  due  to  the  COlC's  availability,  willingness  to  help,  and  prompt 
responses.  According  to  multiple  sources  within  the  COIC,  its  leadership  was  comfortable  using  a 
liberal  interpretation  of  an  IED  connection  for  accepting  outside  tasks.  The  COIC  leadership 
purportedly  discussed  whether  the  COIC  was  authorized  to  assist  in  non-IED-related  projects  or 
missions  because  a  narrow  interpretation  of  its  authorities  required  support  to  be  lED-related  for 
Operation  Iraqi  Freedom  and  Operation  Enduring  Freedom.  However,  the  COIC  believed  its  core 
expertise  was  in  network  analysis.  Although  the  COIC  reportedly  received  between  one  and  five 
non-IED-related  requests  for  support  per  month,  acceptable  tasks  frequently  appeared  to  include 
an  IED  connection  that  may  have  been  inserted  simply  in  order  to  have  the  task  accepted.  Under 
the  COIC's  interpretation,  analysts  could  do  work  against  almost  any  terrorist  network  because 
virtually  any  terrorist  network  previously  had,  or  could,  construct  and  use  lEDs.  A  senior  COIC 
analyst  reported  that  JIEDDO  senior  leadership  had  asked  the  COIC  to  use  its  network  approach  on 
non-IED  projects.  A  USD(I)  representative,  stated  it  was  easy  to  tie  things  to  lEDs,  but  the  minimum 
strength  of  the  connection  to  lEDs  was  dictated  when  someone  in  authority  told  JIEDDO  to  stop  a 
questionable  action.  Analysts  at  the  COIC  stated  that  other  units  sent  non-IED-related  tasks  to  the 
COIC  because  the  COIC  was  able  to  respond  in  a  timelier  manner  than  DoD  agencies. 

(U//44>feH»j  According  to  the  COIC's  Office  of  General  Counsel  for  Intelligence,  the  JIEDDO's  mission 
to  "defeat  the  network"  was  outdated  and  no  longer  in  accordance  with  DoDD  2000.1 9F. 

According  to  COIC  officials,  the  COIC  expended  resources  and  conducted  activities  that  fell  outside 
of  its  counter-IED  mission  because  it  saw  a  need  and  had  the  resources. 


|U)  Influencing  Intcrnstionsi  Busim 


[U//FOUO)  According  to  a  senior  JIEDDO  official,  the  COIC  focus  was  shifting  from  tactical  support 
to  the  warfighter  to  looking  operationally  or  strategically  at  global  networks.  Another  senior 
JIEDDO  official  said  that  the  information  the  HME  Task  Force  gathered  on  U.S.  companies  was 
'wave-top  at  best,"  that  included  the  company’s  name,  leadership  biographies,  functions, 


JIEDDO  (UXq),  (bK7MC) 


use  on  visits 


information  on  its  technical  expertise,  and  the  components  it  builds,  for  j 
or  meetings.  According  to  this  senior  JIEDDO  official,  personally  contacted  and  met 

with  U.S.  company  CEOs  to  explain  the  FATIMA  Group's  connection  to  the  lEDs  being  used  to  kill 
U.S.  and  coalition  soldiers  in  Afghanistan.  According  to  other  COIC  personnel,! 


met 


with  these  U.S.  companies  to  request  or  encourage  them  to  apply  pressure  to  the  FATIMA  Group  to 
alter  their  production  of  fertilizer. 


(.UJ  Regarding  using  DoD  Intelligence  capabilities  for  activities  other  than  intelligence,  JIEDDOi 
5240.01  provided  the  following  guidance: 
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4h.  Should  JIEDDO  receive  missions  to  support  US  Northern  Command  or  other 
federal  agencies,  JIEDDO  staff  and  operating  arms  may  not  use  intelligence 
capabilities  and  personnel  for  activities  other  than  foreign  intelligence  within  the 
organization's  mission  unless  that  use  is  approved  by  the  Secretary  of  Defense  or  his 
delegate. 

The  DoD  OGC  did  not  know  of  any  law,  policy,  or  legal  opinion  regarding  JIEDDO  authorities  to 
engage  and  influence  U.S.  persons'  foreign  investments  or  trade  for  the  purpose  of  coercing  a 
foreign  business  to  alter  the  production  standard  of  its  legitimate  products  sold  outside  the  United 
States. 


(U)  The  COIC  Misused  non-intelligence  Billets 

(U //■?©**©■)  A  senior  COIC  official  said  he  was  concerned  that  non-013217  job  series  personnel 
(030118  job  scries,  for  instance)  were  used  to  fill  intelligence  professional  positions  and  perform 
intelligence  functions  within  the  COIC. 


(U/Z'EeW)  A  senior  JIEDDO  official  said  the  COIC  used  an  intelligence  contractor  to  meet,  solicit, 
and  arrange  meetings  and  conferences  to  collect  information  on  associated  U.S.  companies  in  order 
to  develop  a  tie  to  the  FATIMA  Group.  Additionally,  the  COIC  was  required  to  provide  intelligence 
personnel  to  the  HME  Task  Force  for  analytical  support;  however,  these  intelligence  personnel  are 
being  used  to  work  with  their  inter  agency  working  group  to  leak  inform  ttion  on  the  FATIMA 
Group. 


(U)  Misuse  of  INSA  Data 


(U//4<OUO)  A  COIC  analyst  alleged  that  COIC  all-source  analysts  improperly  used  a  database  that 


included  information 


JIEDDO  (DK7hA) 


The  COIC  database 


u  (U)  The  Office  ol  Personnel  Management  defines  the  0132  Intelligence  job  series  as  positions  concerned  with  advising  on, 
adminlsteilng,  supervising,  or  performing  work  In  the  collection,  analysis,  evaluation,  interpretation  sml  dissemination  of 
information  on  political,  economic,  racial,  cultural,  physical,  geographic,  scientific,  or  military  conditions,  trends,  and  forces  in 
foreign  and  domestic  areas  that  directly  or  indirectly  affect  the  national  security.  These  positions  require  a  basic  knowledge  and 
understanding  of  one  or  more  of  the  natural  or  social  sciences  engineering,  or  military  science,  but  do  not  demand,  as  a  primary 
qualification  requirement,  full  know'edge  ol  the  current  state  of  the  art. 

"  The  Office  of  Personnel  Management  defines  the  0301  administrative  job  series  as  positions  the  duties  of  which  are  to  perform, 
supervise,  or  manage  nonprofessional,  two-grade  interval  work  for  which  no  other  scries  is  approprmte  The  work  requires 
analytical  ability,  judgment,  discretion,  and  knowledge  of  a  substantial  hody  of  administrative  or  program  princlplos,  concepts, 
policies,  and  objectives. _ 


JIEDDO  1  4(c) 
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included 


JIEDDO  (h)(7)<A) 


We  referred  this 


allegation  to  NSA  for  investigation. 


(U)  Fraud  Allegation 


JEDDO  (b)(1).  1  4(c) 
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(U)  Referrals 

(U//EOUQ)  We  referred  the  following  allegations  for  action: 


2.  (U//POUO)  Misuse  of  National  Security  Agency's  data  referral  to  NSA. 


5.  (U//j*6UO)  Timecard  fraud  referral  to  JIEDDO.  Allegedly,  a  J1EDD0  supervisor 
falsified  timecards. 


DoDOIG  (b)(6) 


(U//rOUO)  False  information  referral  to  JIEDDO.  Allegedly, j _ 

provided  false  information  to  DoD  1G  intelligence  evaluators  during  this  QIA 
investigation. 


7.  (0//NO 


JEDDO  (nHI).  1  4(c). (b)(7)(A) 
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Assistant  to  the  Secretary  of  Defense  for  Intelligence  Oversight.  Allegedly,  a  contract 
analyst  at  the  OSAAC,  collected  information  by  telephone  from  Afghan 
farmers  in  Afghanistan,  using  an  alias  and  unauthorized  and  uncoordinated  cover 
while  posing  as  an  American  university  student. 
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(U)  Appendix  A:  Acting  Deputy  Secretary  of 
Defense  Comments 


fouuhiiuiL  uiiiiniiiv 

OSPUTV  SECRET ARV  OF  DEFENSE 
101 0  DEFENSE  PSNTAROl 
WASHINGTON.  OC  20301  1010 


JAN  D  1  2UK 


MEMORANDUM  FOR  INSPECTOR  tt.  Nl-UAI .  ( >1'  TUI  DKIMRTMINT  OF  DCFENSE 

SUU.'U(.'T:  lnvowijjjli.nl  of  Hotl  nc  Allegation  of  o  Qvl«3ti<H)(lt>le  Imrliifcnisv  Avliv  il> 

Mi  s  ikiDv  nudum  (cspvjidx  lu  u  icipicM  Cm  icvirw  iu  c  tunmieiu  mi  your 
Dion  Rcpii-i  -  lnv.*sii[;:iiiiiii  of  Hni.inc  AlX'jyk'n  cttQucttlonablc  IntcHiRcnw  Activity 
fonce; liinr.  ilw  Juim  Inpmvised  flxplosiw  Device  DcTetil  Oijtanuaiion  (JIEDDOi  CounKiTLO 
Opcraiious'lMclllgence  iriegrtllm  Kernel  i.COK’)  lii-vwmtsl  le  ii.e  mi  Nos  ember  I }.  201?. 

VI  y  «LilT  nnil  I  Imr  levii’wcd  llir  rtrnfi  rrvir  nrl  1  ronursvilli  your  rnjvMiois 
reyoi'.lii.y  subsl:i:iliiiliu:i  ul'altcituUijnsofiiupmpeTciillcetiim  _nd  Mibic^ueil  liardliiig.nl  cvtain 
J.S.  person  tlllort.iJ.liou  by  llie  COIC  »mHt  r.irlhv-,  I  concur  svilli  l be  cvvnill  1'ndii.j.n 
COIKCtililip  01  pctiizn.icml  nml  pioccn  issues  usnhuIvU  with  Ilk  .IIKDDO  s  mlell  jje  iwr 
•mtiviiiiy  Hjwier.  I  do  no;  vunuic  i*illi  the  asx'rilti.w  In  your  icpor.  concerning  tin  status  of 
lit-  COM'  •  is  a  I  )f  Vf<e  inn-  i  genre  Cuitnoncnl.  nor  i.ie  Inch  ol  uutbonty  to  coiutuei  certain 
intelligence  activities  cited  in  tie  re-m-L 

C  cr.ccnunt;  the  rccoiuncadnions  forwarded  f.ir actio  i  bv  m>  otTicc.  I  do  not  concur  with 

RcimniillcnUiiliim  I .  pin  Jitllv  concur  with  RevXHinieirdu.ii> is  2  m  e  .1.  ur.d  uimeui  nii'.i 
Revviittnendalioii.  4 otic!  5.  Saecilk  cvmmeivc.  on  each  uflW  rvconinicxidulinnii  urv cnnldncd 
iii  the  mmol' cd Considcrirfcio  of  KccMutKndrtionv.  c.ml  1  wit;  direct  my  wniVlo  tuhe  nppioprialc 
uciion  wncemlns;  c;ch  one. 

itcnceriiii  g  die  itso  ninendalimis  lot  winded  lui  iil  idii  ui  the  Director,  111  DUO, 1  ulsn  i:« 
not  concur  with  Kcconunctidation  (>.  which  lr>  .similar  io  Kccommeitdation  1.  I  believe 
appropriate  Minority  is  documented  in  statute.  |v»licy.  aim  regulation  for  such  rctivltiei.  I  will 
dclei  lu  the  Dlieesm  .IIP.DDO  lt> lerpond  In  yot /  dnili.  evpicsxinp  his  posuiiin  and  ini|>owd 
eocnvei  of  iiclkni  to  oddiett  your  concerns.  Myatfll) Will  follow  up  on  .'ILiDOO’i  imponwt  tc 
lU'ccntmcndntiofls  7-10. 

You  i intituled  i"  jour  rspor,  lint  yi:n  lime  utile  seven  adcilinn.il  iwtiiialv  n'  i<wie<  tin 
action  by  .iiher office*,  with tlK  Depaitnirtr.  I  tike  ll  ew  retcnils  senoui.y  and  lock  to  ihr.v 
orTice.x  to  appropriately  nt«csu  tlicsc  rrfcrrnls  and  take  any  necessary  action 

I  lv  1 1  r-T  )l>n  mi)  ii<  ftllf  hnvv  (H-rf.mivd  rtili-iit  Inskv  nr  lltc  tiul'im  n  mlilicssiry  I  he 
1HD  lineal  lu  out  fvcrv  ce  muiuben.  I  do  not  condom  Jie  Lij>.o  Inxlilijiliteu  ti>  you  IVuiiiips 
We  vs  ill  lake  action  lo  eu,  lirv  dial  the  lutur.  invlwii  p.  rliiniiiil|i  lltc  valuable  link  livsu  cl 
.UbUlX)  comply  wilh  sluluic.  exarulive  orders,  mul  ret  'K  tion-.  while  nHinuii  ine  i  ilnnihle  .mil 
dVcilivv* CVpllfcilily  ibr  llw  IJsiD  'll  rmvl  VIS  w.ildjlHcr*'  needs  in  nil .lyile  uni  lesp.n  i'.e 
I1HIVIKI. 


for  or  n  o  n  tine 
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(U)  Acting  DEPSECDEF  Comments  (cont'd) 


1  appreciate  Me  opportunity  to  comment  ou  the  draft  wport  and  will  make  my  jrr.ff 
uvaitaMc  to  you  foi  further  clirifkulion  of  Issues  tun!  follow  up. 


AlUelud: 
As  suited 


ron  official  imc  onlv 
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(U)  Acting  OEPSECDEF  Comments  (cont'dl 


row  ni‘»  i<|i.«.i.  i  mi>  nun1 


f.iia>lili-niiiiin  of  Krcrmincmlmli.p 


I  Keoptn.-neiidarimi  1  "Deterotire  whether  the  Min:  Improvised  Explosive  Device  Oeleat 
Oipnnization  (JlEL)UOj  should  be  designated  iis  c.  Dot)  intelligence  component,  much  like  Uio 
intelligente  clemen  .<  of  .he  Services  uml  the  senior  intelligence  m'liiv  ol'iltc  eombiitnm 

uornnunds.  I  I  so  lie* i pouted,  approve  appropriate  authorization  lor  incorporation  into  Did) 

S24<1. 1-R  uml  DoDD  2(MO.I9!v  within  1 20  iliiy*.  If  not  demynutod.  direct  the  JIF.DIX)  to  ee-iac 
all  it  icllipeiice  cullvcliiir.  tul'miier.'*  NON  C.ONf  t'R. 

a.  Under  the  nulhotilics  iu  50  USC  S  303*  rniel  LO. 1 2333  £  t .  !(J  ik ).  SEC DE F  may  use 
such  elements  ol'the  Deputimcm  of  Defense  ns  may  be  appropriate  tor  lac  execution  of 

in  el  igcnce  I  unctions.  In  DoDD  2000.  OF.  SPCDEF  assigned  intelligence  functions  to  fit  IDO 
alnur  vvtlli  l.te  authority  to  structure  the  nryjini/ulion  to  cirt)  iiuiiIki  >:  tuiictiniiv  Director, 
JIEDDO.  in  turn,  jrsigned  those  autbor.tics  to  COIC  via  internal  JlbDUCJ  policy  leeumcnccd  in 
the  JlIiDDO  Organization  and  Fundion.'  Guide. 

b.  Ml  DIXVs  L'ORt.  a  sttbot dilute  staff  component,  does  e/my  veil  intelligence  activities 
ns  par.  ufiltt  uushiwi  m  as  tilth,  ahvwly  nice's  thcdelinil  onofu  LVIens'  Intel!  yence 
Component  iDIC'l  under  panigraph  DI.l.l  X  lh  of  llnD  ^"'40. 1 -R.  It  is. there  lire 

subteclto  lie  pros  isions  yo  venting  intdliggnee  o.-erviglH. 

e.  1 1  I'D  HO  as  hi,  ov.ini/aiin  ml  cmiiy  should  not  he  designated  n  llIC  as  rccnrniv.endod. 
tr=DDO  n  mJ  i  f  itself  i.n  to;  un  rKtllitunce  nrginiitolian  and  Director,  tit  DtJO  doc«  ni>l 
ie.|uii c  die  udeilioiid  authority  planted l>;  DnD  5240.  R  in  (tie  I leac  nf  a  named  D'C 

if  In  aecortl.tr uc  wilhils  icsporsibil  tics  iriieulalwl  in  DoDD  2000,  l')E.  rnrainaph 
(i.3.1..  liSDil)  w  II  eiMiitctftvr  311  DDtl  untletstnib  n hicli  specific  cnl  Iscliin  niiiiiori lie<  it  hus 
already  amt  wliidi  will  require  additional  appmt  .tls 

2.  Rceomntcndnimti  2.  "Approve  Liolil)  HKHI.l'JEto  retied  ilHDLH » COIC's attlwi'hed 
inldlipetiet!  funciitms.  roles  and  respnn»ihill.ies.  mil  assign  :tr.  executive  ,tgmi  for  JltlHJO's 
cxtcrntl  intellijic  iee  cvcrsighl.''  TAliriALl.V  (  DNC.ttR. 

<>.  The  n  it  mi  vena  on  of  DoDD  2000. 1  OH  will  he  updated. 

b.  A  Deputy's  Management.  Auior  Group  IDVIAG)  decision  mom-i.  dried  September 6. 
2015.  directs  t  Tcirtnsfimri  ofJIPUlXVho  nr  integrated  joint  i*gn«i/.ut:ou  ilnu  enables  lactic  a 
res|mmivriies>  and urtkipaUTy  acipiisilion  if  prvpirc  fur  uml  rctvt  (o  bulleOcld  surprise  in 
counter-terrorism  counter-insurgenci .  and  efncric  .iUu  -rtissmr  .......  in  include  v.'tmtcr-IhU.'' 

Deputy  Secretary  ■  if  Defense  mercotaiiduiii.  '\>uics  Kc.ntum  (  .paii  it«*>-  r ; isk  Pune." 

"dm .it. her  17. 201  ’.  eswiMisltcc  uadei  the  V.uflglucr  Semot  ItttcBia'io.i  (ir  u|  iin  acuinUiiU' 
wilti  fX  ID  Direaiv:  5000. 1 7l.  T-id  r«m-r  in  rrnHinm.'  for  tranwimn nt  JIFIUW  l  .11111  otlicr 
QllieW  Rear  ion  Cupftbility  otitcov.  Tlio.  Tint.  Frtvti  will  ccordiiiuw  1  vc  updni.- ,  repl-vciiMlV  of 
die  ntiiiinu  DoDD  2000.  I*>r.  cnsurinji  ivwivx  r.iiwil  in  tins  f  .1 )  It )  i-pnrt  nit-  nppirfn  ,iir|\ 
adetrewer 

gftnnrrtfiiMOM.rtmv 
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c.  v  riven  the  t  me  mat  will  be  required  lo  produce  it  cumpahcn.i’  vc  exult  I  nil  Addresses 
die  chaapcs  anlitipitcd  as  a  result  of  ;h.‘  ruiui  lenient  in  paragraph  2.b.,  DoD  recommends  a 
suspense  of!  80  days  from  the  approval  of  a  rcatgr.iuzititm  concept  to  produce  the  associated 
directive  addressing  the  DODIG  concerns  raised  in  ll'.e  ROI.  This  document  will  also  provide 
if*:  uppropriutc  nicuns  to  undress  live  tasuea  adore  sued  in  Reconiinc.iJutioiis  2  and  4. 

3.  itccoiT.niondntlon  ?.  "Direct  that  die  Joint  Improvised  Explosive  Device  Defeat  Orgunt&Uiun 
piiitieipntc  only  iu  tasks  directly  related  iu  its  counlcr-iED  mission  "  PARTIALLY  C'ONC.l’R. 
This  lecomineniltilioo  is  valid  for  activities  enrrivd  ottl  under  the  currenl  charter.  The  mission 
scope  tony  he  sITcciol  by  the  issuance  of  a  eJmrlerirp  directive  its  described  in  2b  above 
ndiiressioy  the  new  mission  sets  for  the  follow-on  organization. 

4.  iteuniii:  enJaliiMi  4.  "Determine  whellter  the  Joint  ItiigiuviscJ  b.sphiMvc  Device  Defeat 
Organization's  mission  evolution  from  "defeat  the  uctweil;  ’  D  "ultack  the  network"  is  in 
accordance  with  DoDD  2000.19E."  CONCUR.  This  will  be  effected  in  (hcrcissunncD  of  a 
chartering  directive  as  described  ir.  2b  above  addressing  the  new  mission  sets  for  the  follow-on 
nrpnm/niinn. 

5.  Rccomnicnditlion  5.  "C'rvaie  an  interns.  Inspector  General  for  J1LDDO  to  oversee  llte 
orgiinizmior.’s  intelligence  oversight  program."  CONCUR.  The  rcissmince  of  the  JtbDDU 
chartering  direct  vc  will  He  used  In  clurify  half  tie  role  ol  a  Jll.lJfJO  lit  nml  thin  K'i’s 
relationship  to  a  nunc  senior  1G  it:  an  appiopi  talc  defense  eontponcnl  w ith  rep.  n)  to  Intelligence 
Ovcrsij>h’  responsibilities. 

a.  Procedure  14ol  DOD  5240.1-R  reuuirvs  that  "ouch  Inspector  General  responsible  for 
a  DoU  intelligence  eeinooncnt  slull  ctatiie  thut  procedures  tuv  in  effect  tkitit  will  ucliicve  the 
objectives'*  of  personnel  iaimliariiy  with  intcll. pence  overset  iev|uircntcnis  for  the  conduct  of 
irieliiyerec  avtivilics.  Historically.  ATStMIOl  Ims  futmtl  thin  this  objective  is  best 
accomplished  th.oui'h  periodic  assesMuciits  h\  iidepcndciii  evulnuuu*  answering  to 
orernizational  leadership,  a  traditional  and  appropriate  tole  for  Ills. 

b.  The  Ditcelor,  J1F.DDO.  ar  the  head  of  a  flap  level  orgimi  nation  merits  t|y>  attppoiT 
provided  by  un  internal  IG  offne  and  is  presently  empowered  by  iviiTtginph  a„  DODD  2000, 19E. 
to  organize  such  three  structuic  Internally.  Establishment  of  the  Internal  10  is  expected  ip  he 
iiccumplislveti  by  the  Dtreclor.  JlbDUU  as  soon  as  feasible.  I  Its  will  Iu  also  l»  ejected  in  tl« 
rci^uutec  of  u  chartering  directive  as  described  in  2b  above,  addreasinj.  the  new  mission  sets  for 
tl>e  .ollow-mt  organization. 

e.  Oversight  of  mi  organization's  intelligence  oversight  program  ulsu  involves  the 
provision  of  day  to  day  commortd  nnd  control  of  intelligence  activities,  .is  well  as  tc^al  review  of 
titc  plans  for  and  conduct  of  those  activities.  Provision  for  those  funciitnis  would  best  bo 
documented  ir.  internal  JlkUlJO  policy  and  procedures  cs  addressed  in  Hie  KOI 
reu.'i:i:ricml«tions  for  Director.  JiEDDO. 


HMtOi'MCfALi  Urill  ONI.V 
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(U)  Appendix  B:  Director,  JIEDDO  Comments 


i  01  li  r  GO  CtPChT  OltOA.Sl/.AT'Of* 

III!  AMD  IIN1ACM 

tta*  IIICTO-  114  till  .  »I01 

2  Decwhberttiin 

MEMORANDUM  l;0K  Dial'll  fY  INSPECTOR  CiKNRRAI.  FOR  INTELLIGENCE  AND 
SPCCIA-  PROGRAMS' 

SUBJECT:  Rotponlu  lu  HotlinuAllcjoibniofa  Oueslloiuihlu  -nlclllEcncc  Activity Cciicming  The 
■Infnc  I  ID  D«r«ai  OrmntaMivr  (JlBDDOjCoumer-lfcl)  l)pen.tlons,'  Imcllpencc 
Integration  Center  (COIQ 

I  (LWTOUO)  Than).  wu  lur '.he  upportunily  U> review  and  cormnnct  nr  the  HO  )  10  )«!)  Report 
12  November  2013  concerning  the  ab»ve*otj)tloncd  subjocl. 

(L'rfWC*)  The  Rrpurt  cosla'inv  live  Ending:.  TTc  attached  menmondum  from  the  JlliDDO 
General  Counsel  detail;  our  analysis  ietdcenclail:>ns  repettilnsj  thuw  elements  nr Ihr  tcptul.  My 
tpccilk  .eminent;  folluw. 

a.  1  wrlially concur  that  "indisx  I  (dint  the  JII-UDO  COIC  in? properly  collected.  retained 
and  divcmiiMluJ  inrocnition  on  US  pnstxu)  i»  sibiunli.ileil  llovvrccr.  dm  is  based  an  the 
sidJUniiMinn  id  only  nnr  of  tlir  five  sjburdinalc  tactual  (lading  und  the  penial 
substantiation  Of  itnolbc.'.  Tlte  Other  jubcnlinilr  factual  Undines  art  r. A  levuli*  or  factually 
substantiated 

is  I  partial  ly  concur  chat  Firdlnes  ?.  «r.d  >  cotictrrVAtt  ruicivlon  cad  Jiatcminiilun  ufUS 
p.rcnre.  Infiirm8ti.nl  fa  substantiated.  Tisy  arc  ubjunlinted  only  as  to  the  twa  subordinate 
faatual  findings  substantiated  in  Finding  1. 

u.  I  uo  rot  concur  in  Finding  4.  alleging  n  Inch  of  effective  intelligence  avcnlxhl  a  (101(1.  is 
substantiated.  'This  finding  Is  asnclusory  and  falls  to  cdeqvately  rccopnije  t  to  inajnr  « 'dries 
COIC  has  made  with  respect  in  intclligre.ee  cvenijM 

d.  I  partially  eoncu' that  Finding  5  Olm'  COIC  sulhor.iy  ns  a  DOD  Inlclligcuu  Component 
(Dili)  is  unclear)  is  stihatttfiMCd.  JIEDDO  COIC'a  legal  author  ty  to  ctillcrt  InlolMuro.c  is 
vciy  clear.  I  Imvevct,  ihc  nature  and  scape  of  ill  intelligence  minion  under  whic  h  it 
accomplishes  Its  collection  sciiviiit?*  should  he  clarified. 

V  (lir/HWO)  Contat  Is  very  Itnportml  rejSlMing  ll:c  alleged  deficiencies  in  Findings  1*3.  The 
Rcpjrl  sltould  rccs'gur/f  ihni  Ihc  riled  violations  repiesenl  a  liny  fraction  nflht  tens  of  Ihouwnih  of 
cnllectinn  ortd  analysis  ediv lilts  singeing  til  Ihc.  CD1C,  ihu  remainder  of  which  tcmpllcd  with  1)01) 
5210.1  Ren  J  o'i’erlnlclligcnco  directives  rttnhtr.  ’.hsse  Jcliiimcici  rcvuhei  from  human  error  an< 
deviations  from  existing  JIF.DDO  procedures.  Tic  Report  slionld  futdier  asiuion ledge  that  COIC 
has  mode  groat  strides  on  refining  and  improving  ll.a  compliance  will  all  applicable  lines  und 
regulations.  working  clrcfy  with  :he  Assistants  T1k  Secretary  of  Defense  for  Inldlitcnfc 
OperoLons  (A  ISO- 10)  COIC  published  JlbUUO  1  numeral  3210.1  liDsnutry  2012  olid  is  in  ill) 
final  stages  of  tpproving  n  Steadied  Operating  Procedure  on  handling  1 JS  perrons’  information 
I  innily  (>«•  comment  that  JIEDDO  leadership  tailed  tn  gis-e  itlclligcncc  ovrrsgiuthe  apprppriafc 
keel  of  ahenliun  is  nut  tapptnei  by  the  feels. 
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(U)  Director,  JIEDDO  Comments  (cont'd) 


1.  (IV/OUO)  the  Kcpurt  contains  five  iccommcndatlun»  To  action  hy  JIRDUO. 

0  Cease  M(itouv  collection  ficthittex.  Ico  r>0t  concur  Suciiac.ion  would  icedlcsslv 
deprive  the  ww'lightcr  of  crirlcil  support  reft-rif  tin  the  It'D  threat  in  Afp.har.lmn  me 
elsewhere  While  JIEDDO  COIC  is  not  formally  designated  iv>  Defensu  InlelliKcncc 
Component  (D1C),  it  is  used  fur  Ibrciwi  intelligence  activities  in  which  t»rt  2  of  FO 12331 
applies  mill  k  subject '.o  the  provisions  of  DOD  5240. 1-R.  One  rtf  JIEDDO 's  hey  mlsstnm 
undet  DOD  Directive  2000. 1 9e.  Joint  IED  Went  Orsonitolion  fJIEODOl  Is  <o  detent  tlv 
IQD  system.  COiC's  information  and  intelligence  collection  activities  sir  lr  uppert  ofthis 
miss  ion  umi  conducted  in  atuuniunce  with  Esccutive  Order  I  "3?3  and  OOD  3240  !  -R. 

b.  Authorise  the  COJC  to  fill  the  rxnttnc  Detnitv  Central  Cownrl  for  Operations  amt 

In! fill fpntr  billet,  I  concur.  This  action  is  euntpleie  T;ti»  position  w«  created  and  tilled  in 
Much  2010.  and  isu  permanent  position  on  out  Joint  Manning  Document,  it  w.«n  vaccr.t  for 
approximately  eipfcj  weeks  'rout  Deccitthcr  7012  to  February  20 13,  between  the  time  lire 
incumbent  was  detailed  in  the  General  Counsel's  Office  it  >.c  Office  of  the  Director  of 
National  Intelligence  and  the  arrive’,  of  a  senior  Army  Reserve  judge  uOtucoic  with 
comtdcroblc  experience  n  imclliger.ee  m euro  who  was  aruigrcii  to  the  COX'  an  u  full-time 
basis.  1  ha  permanent  Deputy  Genera,  Counsel  fur  Operation:  ami  InUlli  jrncc  will  return  in 
her  position  in  January  20 1 4 

c.  ilevics >  nurtkou}  otto  sob’catty  holdings  J/v-  t.’.X.  /sesstutf  infonsiviimi.  amt  delete  or  retain 
in  uavrrluncc  .i  ltli  DoDS/JO  t  ie  I  concur  (hi;  review  is  pan  ef  oar  ongoing  Intrliigencc 
Oversight  prcgram 

d.  Rwieet  inter  nui  pn  vedurtst  oiiJ  current  lentil  opinions  to  ensure  that  enUtetittp 
information  about  U.S.  persons  lit  Itantilvl  in  («<  orthtner  with  Title  10  VX.< .  EO  1-3.1), 
Dot)  x?-/U  01  series,  t  concur.  JILDDD  purl  ivied  JIEDDO  Instruction  5240.1  in  Januaiy 
2012  w  hich  reviewed  our  procedures  end  opinions  Co*  eumplijr.ee.  JIEDDO  C.'OIC  is  close 
lu  fir  ali/iny  a  Sijiiiird  Opcralitty  I’toceduic  on  Intelligence  oversight  and  handling  of  ES 
person*  infomiilioit.  lead  by  the  ID  officer  and  closet)  coordinate:,  with  the  General 
Ccunse  "s  office. 

c.  Tailor, HEDDO’s  intelligence  oversight  twining.  I  Concur.  JIEDDO  ■ailbtvtd  in  liftiiiiiip, 
as  part  of  JIEDDO  lr.slrju~.iun  5240.1  i:>.  Janu.iry  20 1 2  and  cuiltiili.es  «u  ratine  It  t«*  ensure 
compliance. 

4.  (L'/FWFtti  'I  he  fulluwir.g  communis  are  uffcrcd  on  llto  five  teomtinuuDtian*  leu  action  by 
Ik  poly  Secretary  of  Defense. 

a.  Dilermlne  whether  JIEDDO  should  be  livsigaohuta  DOD  intelligence  Component. 
JIEDDO  COIC  hut-  sufficient  inkliiyci.cr-ic'jtal  tegil  tulhoiities  in  can)  cut  its  current 
rniss.cn  to  defeat  'he  (ED  system"  cv:r.  rhnupji  it  is  not  formally  do.gruted  u  j  Defb~.se 
InsofigenceCoripoevntt DIG)  under  UOD  524')  t-K  this regu  alien applictu  JIEDDO 
COIC's activities.  However,  die  DOD  IG  Report  highlighted  the  fact  Jut  JIliUDO'r  actual 
inteliiycnce  m.mnr.  requires  tttnh.cr  eUrifictiocti.  JIEDDO  will  prepare  a  detailed  inissici 
statement  'or  us  intelligence  oacraliens  as  :k  overall  mivsirn  :  an lts  in  ‘.lie  future. 
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(U)  Director,  JIEDDO  Comments  (cont'd) 


K  .Iffitwt  001)1)  l()r)O.I9e  re  nr/ltci  .l/tfl/VltW  nWIWi  •  <1  heleti  ern  :r  fom  <ia  it 
roles end reipa»sibiUiic\  enilnnige  in i  rt rturiw  itxrnl  nrJIEDPO  > v/teeml  irketlhtrote 
ovenipM.  This  will  b:  a;cotn?li*hcJ  in  the  update  to  HOOD  IftCti.  I?r 

c.  Direct. >11.1)1)0  in  participe/e  only  In  lex ks  thirdly  related  to  )leepec\lled  cnuntcr-lM) 
jmrvrnn  JIKDIX)  ldlerestn  activities  within  the  renv  nl'lls  cut  veil  authorities.  sulfject  lo 
continuous  oversight  by  senior  Icadcishlpflnd  the  Jll'.ODO  Office  nCdcncml  Counsel.  This 
will  clranrc  as  JIHODO’s  mission  evolves. 

d.  Duermive  whether  JIXDIJO'x  tnlumii  tvoluHon/toni  "defeat  the  network"  lo  "ouaek  ike 
network'  h  In  accordance  riik  Iblil)  21)0 0. 19E.  fhis  minion  evolved  fullv  within  the 
scope  of  Jlt-nOO's  authorities urdcr  00002(100.1%  and  ippbcaMc  taw.  f-u|«rc  chtrcrinjt 
docimcnts  will  provirc  greater  detail  on  tpccitic  mte. licence  missteps. 

c  Crrote  n»  internal  l/uptdrr  Oeorr, it  penitlnn  for  JIEDDO  to  av?r!f,  lb  nr*/v m  .-.r.  tin's 
mitkiyence  nvernch;  pajow.  This  will  he  KCMttpl ished. 

5  (It'/hOUO)  Tht  000  IG  referred  eight  matters  fur  further  irvciiijta'.icn  Of  ne  ci|jh.  referralv 
u:ia  y..iv  aJroinincatival^ovnstjastf^insbre^ulivr^lutei^Vi'uilw^pocj^Us^lsvt.  mated  btil 

trht'iiy  ;o  futlltv  i'nestigtue  the  in  titer.  Fine  were  rvfomrt'  k  <'#>a  .ijtem.:e>  fur  ito  ■hgolion.  the 
results  nf  which  *ic  Still  pending.  Two  other  vokticnsrctaii’igto  s  v.rvic  activity  wen- 

sul.'J jnti.aiC  tbs.  1)00  irivcStynlHui  41  illngCtlur  constituted  one  ><" tin  iw.  fun--, 

conclusions  tuppnning  the  mhctsittitivnofl'indinj  1. 


6  (l  l/'ffHiO)  Thanh  you  tor  the  oppunwity  tn  pivviilp <*ir  Mwnrterv*  Vty  POC  for  this  •rirticr  i> 
Mr  Andrew  T>iiey..tlEDrX)  (jctcralCamvel.  He  maybe  teacher,  m  70,>-60c- 761 1  m  bv  email  at 


ambmtin;: 

JIEUOO  CC  Ao.ihsis.  12  Dec  201  i 


« 
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(U)  Director,  JIEDDO  Comments  (cont'd) 


JOINT  .EG  3  E  F  E  AT  ORSANIZAip'N 

9  0  0.  %nmi  .{«itOO« 

%  •  * •  r novae  tc  •  .m  r.  f. 


12  December  2012 

MEMORANDUM  Mitt  DIRECTOR 

SUBJHC7:  At  alysl«  of  Hotline  Auctions  of  a  Quciliouable  Intelligence  Activity  Concerning 
The  Joint  IED  Defeat  Organizutior.  (JIGDQOi  Counlc-JGD  Operations  /  Intelligence 
rr.’.ep  ration  Cootcr(COIC) 

1.  (L7rH*tj»)  DOD  1G  jubstnntioicd  1>.c  allegation  that  the  JIEDDO  C01C  Improperly 
collected,  retained  and  disseminated  inforomlloa  on  US  persons.  DOD  IG  further  found  COiC 
Itched  effective  intelligence  overnight,  end  that  its  nuthcihy  as  a  HOD  Intelligence;  Couijmiiutil 
wus  unclear.  Tills  njettiormiduiu  uvn’uiites  iliuse  specific  finuitt&s  cud  the  factual  bases 
underlying  each  of  lhc-3:  tincing*. 

2.  (i.V.'JWr©')  mils  Fir, dint!  1  is  subsuintiaicd.  this  is  based  on  stihsiunitatloo  of  one  of  the  six 
tiaboixl inale  I’uclual  indinrs  and  partial  mitstantiulion  of  another  t  be  outer  fiiditt^s  arc  in  my 
View,  legally  and  tactually  tr.sultictcnt.  I-  ladings  2  and  i  cone  cm:  op  rctcniior  and  d  us  an  malum 
oTUS  persons  Inlbrmtiou  rue  icaiouably  vubstoniUUd  by  the  infoniuvion  in  the  report.  Finding 
4.  alleging  a  lack  of  effective  intelligence  oversight  o<  ("DlC  iscouclarnry  unj  docs  rot 
recognize  the  major  sir.  dec  CXXC  has  m tide  with  reaped  to  intelligence  oversight.  Kind  mg  5. 
that  "C01C  RUlhorily  *»  *  DOD  Irlcllijprnw  Compiinen:  (OIC)  Ls  unclear'  ,  is  true  as  fur  xs  it 
goes.  Current  authorities  coiuio  suflieieni  legal  authority  for  C01C  to  peiforin  its  present 
mission.  However  greater  darby  ij  needed  to  dcAncCOIC's  intelligence  mission. 

J.  (U//P0H0)  1'irJinu  J :  The  C '01C  Improper!"  Collected  Informal  ion  on  US  Ptrsom. 


WNPIPirii  nno  (i))(D  i-i(c) 
JIEDDO  (1>K1).T 4(c) 


(UATOUO)  Collection  of  US  poion  infonmiion  by  oven  means  from  public:  v  available 
souiccs  is  cn  "intelligence  octisity"  covered  by  K.C).  12333,  os  emended  The outhunly  to  do  so 
is  subject  to  the  procedures  established  by  the  Secretary  of  Defense  und  npprov.  it  bj  the 
Attorney  General  In  DOD  5240.1 -R,  AaWititx  of  DOD  tnietti&t'icc  CompeMW  That  .itfea 
t  hilled  State*  PerMuit  (Deecubc.  1 982).  Publicly  available  sources  would  include  tire  iutciuci 
svbxtnptions  lo  news  ur  business  services,  tutd  sirnilrr  icurecu. 

(U/.VOUOj  While  JIEDDO  COIC  is  not  formally  design  Jicd  os  Defense  Intelligence 
Component  (DICj  under  DOD  5240.1-R.  hits  directive  provides  that '  .  .other  oryanlanliom, 
swAs  and  offices,  when  used  fc.r  foreign  intelligence  or  counterintelligence  activities  to  which 
pari 2  o!  hU  E£JJi  applies..."  are  amai tiered  lilCs  firtnc  purposes  ul  epp  ici-bility  nl  the 
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regulation  1  This  activity  is  within  the  scope  of  Ihe  /inDDO’s  unsigned  mii.tion  to  "defeat  the 
1LD  jyslem."  '  COIL  aiulys’s  may  overtly  cull  act  retain  ind  ilisvtn  note  n  formation  »ho»t  l  S 
p.Tvmi.  hut  only  ifJIKHIXJ  COIC  employees  (civilians,  military,  .uni  couiuclon)  comply  with 
Procedures  2, 3. 4  us  well  as  10.  II  tied  12  ccntatn.'d  in  DOD  5240. 1 -RJ  However,  {neuter 
c'arltv  Is  needed  In  define  the  specif!:  Ime'ltgerte  mission  assigned  to  JIKDIX) 1 


^pwwpiyjirmo  d))(iy  \  Me) 

ffffilX)  (l)M  1 ).  1  4(0 


fc.  tlV'i'OLO)  Collccik’ii  oc  lib  hcisum  Hdd  j>  Hosiwio.  T  hr  eullrcUon  cl'  L S  Persons 
data  recording  hnssaies  was  incident})  to  execution  of  its  prinwrv  miision  to  asi  st  I 'S  forces  n 
defeating  imprvvisrd  explosive  devices 5  While  11LDDO  does  nut  .hive  u  hestapr  rescue 
mission,  it  dues  have  a  mission  that  focuses  eft  the  lenonst  nciWYtrks  ihat  used  IlflJs,  defined  ss 
•' .  .action*  ota  acidities  designed  to  reduce  file  ejects  ami  Irtemml  Ilia  imvrgnit  ihmri  uj  I  ED 
aethiHeuhtciugh  intelligence,  iimeiilltmce,  recmptutevmar  in/armukm nptrai'utv,  c manor- 
himixr  targe  ling.  device  technical  and  formic  exploitation.  du/Keul  of  tmemiadeJ  ami 
captured  ordttenct,  and ptniuen’,  xuntillarc*... "*  In  Ihiscnsc  Special  Opernliiins  forces 
requited  use  cf  COIC  ‘  tools"  ‘e  help  geo- locate  foreign  nationals  who  held  a  US  person 
captive.  The  ortcraiiora)  fncus  was  rni  nn  llw  hosing:  hut  nn  the  lermrw  network  anc  the 
tVsciei.  persons  that  hukl  the  individuals,  inljrinutioa  o:t  Imsisgus  may  be  collected  by  a  OX  if 
itisruMMlaiy  to  Ills- conduct  ofu  "unction  ar-igned  to  it.’  Hen:,  the  information on  foreign 
ptrsonc  woMtJccsMrv  fo  ;ltc  ccnduc;  of  JIHDDO  fOICi  a  us-,  ion  to  support  IS  luces  it  die 
not  vinlnic  DOD  5240.1  -P..  Further,  such  action  is  consistent  with  Fxccuilve  Order  1 338k.  which 
teqviies  "  In  -hn  maximum  extent  eomtisteiv  with  itpplindile  law  np-tteios  vull  in  th- dr  ign 


1  itopypar-i.h,  rut*  m.i.i,a.u 

’  deptitms-'.  of  Palcnva  Dituliv.-  (OGOOi  J-MO  ICE.  Jtim  Im*  nrrttrl  Peim  Ptpet  Lh  uvi  r'/Sen 

.Jltmui.'e huarv  M.30IK.  r*o3j.l 

1 llliDD'J  C-uimiil  L’oihj.I  U|iiti»il.  HetpmU  Jerlimul  Optnti*  -  /.•;('•  ifi,vr 'tyi"i  Miwtv  (•irrWprncv  KISIP7). 

deed  4  PefnltCf  1012 

‘Ttd.  IscnrsIsMtvrt’h  ike  r^nxnc-ieailjm  in  PAD  Ucpm  uM-IW  |5/NFh  The  irclatnfcd  tilr  rf  the  reper.  is 
Mmv/ymrw  Tim  ,irct>’H>  r>mxtti  > Vnatc  Innlttltru c  .;  *>/,«  /w  ititum  ant  tfmledr’  ctartty  Hulet  ret 

/ayvarcCaanAMtor.  U.M/  camlir  tti;  -.itcal  Hie  acts*w»"oi  -auk  He  KMnutk"  mi . .  ..  i  lajaeiaula 

difiref  hy  in  OSO.  amt  IhauSoir,  to  itwald  hif.tr lie  «»|*  ofthu  HtDOOCClICl  mlss  on 
*  See xrnrwtfo  POPP  :iit»  lot;  .Wtr^iWira/ £.**'•' r  atuXT  Prln*  V-nm-ifor  MtIHW/,.  t  ammy  H  2C06. 

lit  pinning  in  l-'V  'O'.T  fons’cat  «|wcHte»»y  iclhotircd  lliULIU  end  twiei  a  tpcviil  >pp  opt  laden  c»:;d  Pc  Ju ,  I  lr  u 
fit  feel  Rai<  (JKmf).  Its  pan*  of  *hili  it  ts  at  law  the  l  >*«r<  vnf  ifrlDXltc...  arettioas.  dotoftp  aad  arvvicc 

s-jp-licK  wen  irsmrif.  wdnttK  „wn  ana  Nrrs  *>  a.tir  l  ,  iia •  Cart-  r*t:«  tt  l»«  orttaf  »i 
itn>M>i\,.td :»ptoi.%5 fevxn  ..*  Su.a.|  P^licl.M>  ill  *«  .Sc.i  .1  I'ck.  JI-DOO’i'  Anacl Itif 
“nn- inr  ii  xtihn  l>r  lenf-  r'  ilinOO  s  anhert)  »>■  «»« I  'roMVwdM-n  lr  tteOrfmel  iif  .  O*  I  nplnov  • 
device.  * 

‘ixima'rt.  9t.p«u.: 

'3005240 1-3,  pm  f?J  *,4. 
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a',d  use  ofinformulion  syilcnu and  in  the  diisumiaitiun  i  m>>ng  ugcm.ic«...givc  the  highest 
priority  to..  the  intcrchunpc  nf  Icmirism  infemution."' 

c.  Collects ii  as  a  l  S  Military  ferroii.  fhe  LS  Mtiirf  amrtcJ  an  17  Jtn 
20)  incur  Arlington  Cemetery  v.ui  fvuDd  currying  bomb-making  muleniU  jnd  pro-al  Qucdi 
litcnittue.  JiEDDC)  wai  ulertcri  to  this  incident  Ihruujli  media  revurUi.  In  .imicipaliun  of  u 
possible  reqicil  for  Information  fiotti  l.'S  law  enforcement  through  USNORTHCOM  or  she 
Oc  pnrimu  ttt  of  Defense.  Ihe  JICDDO  COIC  conducted  certain  collection  aclivilic  i  to  determine 
any  inlonu  alien  in  fu  posiciaentlii'  may  help  dctemtluc  whether  the  individual  was  reasonably 
I  ctic veil  to  be  cny.nycd  Oi  ubuut  to  engage  in  'vital  etiulC  have  teen  mlcrialiumil  luronat 
nativity,  eapce'iully  given  die  liuvnuurc  found  on  him.  I  nc  iniormidun  wua  nucewary  to  the 
c.mduut  of  3)  P.0  DO  CfHC’s  mixsinn  tn  usd  s'.  t.’S  forces  in  dcl'cetintt  IP.D*  UndrrDODiMf)  I- 
R.  put n  C.2.3.3,3.  foreign  intelligence  mfonnstiDt)  may  jc  collected  about  a  US  petsci  for  titi> 
jiu rpti.se.  Such  lr.it  rm.iliu.1  may  also  he  collected  In  tintiuipot  on  nf  it  request  from  law 
enforcement  officials  to  assist  in  cooperating  with  them  for  llv  purpose  oi  protecting  UCD 
employees,  mlormalion,  property  ar.i  lao.ttics  antler  DOl)  >240. 1  -R,  pmtl.'.l22IJ.  thus 
ClJlectior.  did  nnt  violate  IX >11 5240 1-K  bemuse  it  \ras  a  pernrms  hie  use  af'cnl  cctton 
authorities 

d.  (l.'WtWJOl  'Ih.c  Bowline  Cirvo  Cave.  An  FBI  representative  iti  the  US  requested 
inioftnaliart  lioiti  h'BI  agents  in  AfgJ  mil- la i  about «  rutin* d  fnrnicr  Iraqi  nttiitW  who  bod  tcttled 
in  Dowling  Greer  K  Y  The  FBI  agents  ir.  Afghanistan  Ihc-n  requested  1IFDDO  COIC’s 
atsi.iurvec  to-  any  information  lh»t  rr»v  he  available.  COIC  provided  m  ornt.ittort  about  the 
individual's  involvement  with  lEDstvbcn  lie  lived  in  Iraq,  which  was  foreign  inlcllitjwte* 
tnfurmiltan  us.  defined  in  DOD  524fl  I  -R,  para  .311.  .11  Dtis  jCtivily  did  not  viu  ate  DOD 
5240, l-R  bccaurc  it  was  appropriate  y  ptoccvsel  tn  aceordanco  with  l)Ol>  524(1, 1-K  Krosedure 
12  uml  cons.ili.lud  information  ert  leclcd  during  the  otuise  of  military  operations  by  (  F*  forces  in 
It, m|  that  ix  permitted  to  be  Kh.inr.il  with  US  law  i.nlorvr.nnmt  i.D trials  Under  tO  ( ISC  4  471 

*  (i-’'tHW4»n  vrsi>r|.  lrU=Uiy<mc  Collection  by  a  COIC C uniract  Analvrt.  The  report 
ttllcgai  (hut  contractor  telephoned  farmer*  In  Kandaiu,  Afghanistan  uning  un 

unuothoriaod  and  loctMrdinvuid  iutsin.il  cos  or  as  an  American  univoriti.y  i.luJvnl  JIUODO  liu,< 
no  funtiiiil  basis  ic  challenge  the  Uutblulncss  of  the  ullcculian  uml  concedes  tliul  it  coiuliltltcd  a 
violation  of  DOD  Directive  S-52QQ.  37,  Xfunu^mtnt  unJ  Kxeciitliiit  uf  Ifc/aiu.  Hunuei 
Ijlcthgtrncc  (IKihiWT).  Fr. do. ure  2.  paragraph  3b,  The  conlraelur  was  neither  authcnvxd  r.or 
directed  ay  die  US  government  to  conduct  tht»  activity. 


nod),  i  -i(r) 

pEDnO,(l))(1)!B1  4(c) 


*  esKolivc  Ode- 13)11.  t-r-rV  S*r*?iXrr<  v  /*  tjTttmmn  Irktuu-un  m  rVwi*r/«rrh-,/u  tXiobn  25, 

2JCJ 


a 
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JIEDDO  (b)(1).  1  4(c) 


iiiiu  < i > h i  >  i  ih  ) 

UEDDO  (l)HD.  1  4(c) 


l'indinji.2  TV  COIC  Irtpmyrlv  XtKiinrl  Mbrmoiionun  US  Persons. 

(U/'FOi'O)  COIC  procedures  on  rctcmion  of  US  Persons  information  Uve  fceca  impiuved 
eoniitlcrubly  since  implemcnluliun  of  die  furmoJ  Intelligence  Oversight  program  In  20 1 0.  US 
pcMnna  information  wan  col'eclart  in  MvnndnnN  with  I’ -nr  rrlitre  7  .inrl  relumed  in  armrrtntv 
with  P'oced.irc  3  under  DOI)  52*).  I -1C  Anomalies  went  sell-reported  through  the  qunitrrK 
iutc.ligencc  ovorcipht  reports.  Tlie  issuance  of  JHiDDC)  Instruction  5240.01 ,  JIXDDO 
Intelligence  Orerelght,  in  January  2012  has  led  to  Ihc  substantial  improvement  ol  IO  r  divides 
especially  an  limy  relate  to  tie  ictentioii  nf  US  porumi  Inftiimatlan.  A  :;c|iernto  SUmlanl 
Operoling  P-titviliirw  in  currently  in  ill*  firm)  ulngws  of  vomplellon  which  will  providu  lirthvr 
riotmlcd  cuidar.ee or.  (ho  hardline,  retortion  nnc  dissemination  cf'US  renens  information. 

5.  (L'/tfWrWI-'indineJ:  The  CO/C Impmpttly  DitseininatcJ tofi» minor- on  (IX  Persons. 

(LVi'i'CHiO)  The  lleport  of  Investigation  cited  too  products  released  nuuidc  nl'CCHC  in  which 
the  "JS  persons  information  was  nm  properly  muted.  Tito  Iwusncc  of  J1FDDO  Instruction 
3240.01,  .111:1)00  lr,tciHgen:e  Over  right,  in  .lanuiry  ’012  his  led  to  the  substantia' 
improvement  of  It)  *ciivirio?cspec'ill>  nsthiy  relmc  to  'h:  retortion  and  dissemination  af  US 


‘  ifXi'lIrmrrl  nfKn.4'rnnl  Htyjmnigilit:.  pwu  4.1.  .'cjinl  a 

“  Dt)t>  ■  t.pm  CIO.!.*.  "flwtteisition”  j  Ctfljral  44  in  kUji.  inuluum  with  Uk  niuecrc  or  inrern  ;ul  ot 
Or  wnim!»tior. winded*  «#uiiir*ra<iibfcia:>  inAetKianiniiMi. 
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parsons  .nformition.  A  separate  Staudavd  Opeiatiiifi  I’rocaduo  is  cumaitly  in  the  iuul  siagM  af 
completion  which  will  provide  further  detailed  guidance  an  the  Lundling,  retention  and 
dissomirmliur.  uf  US  persons  information. 

6  (LWbOL'G)  Finding  4:  J'Jai  COIL  i.aclkcit  C/fectivi  fnlalligercc  OvursipJU. 

(I'-'VFOl.O)  Since  llte  inception  of  COIC  os  JIFJJDO's  inlclli  juncu  enri  in  2fl(l?,  questions 
have  pcisistcd  *s  m  rnsponsi'illlly  for  nvnrsttring  its  10  )ttvt[ir.im  ISD(I),  in  a  ntfitno  Anted  1 
June  2<W7.  dctcrmincC  fhtt  the  Assistant  to  the  Scuctary  of  Defense  for  IntcJliHcncc  Oversight 
(ATSD-IO)  would  prm'ida  uvenughi  to  JM’DDOV  intelligence  activities,  In  2011),  1  ’550(1} 
revisited  the  issue  of  institutional  Lmdliacnce  ovctiiuht  regarding  Hl-.DUO  and  tentatively 
iliiettimntd  dial  the  Army'll  National  Gmund  lnuHligmce  C cuter  (NfllC)  -should  asttame*  the.-ie 
duties.  After  considerable  discussion,  it  was  fmnJly  Jstemtined  .hat  ATSU-IU  .should  retain 
intelligence  oversight  rcayntuibilUics  for  JICPDO  in  nrcurdunee  with  its  e  turner  to  conduct 
inspections  to  ensure  the  program  moots  the  rosi'.ilrenvemr  of  DOD  5241,1 -it  and  provide  staff 
assistance  when  requested.  This  turmoil  regrettably  detracted  from  and  delayed  to  on  extent  the 
d.-vclopjhcifl  of  tui  effective  10  piugintu. 

(UrKHiO)  Since  the  appointment  of  a  Deputy  General  Counsel  lor  Opcmlo  is  tuirt 
Intelligent*;  ;n  March  2U1U  und  implementation  ul’u  r.ur.iber  of  formal  10  measures.  loading  up 
to  the  publication  nf  JIEDDO  Instruction  5240  01  in  January  20 12,  JlEPDO’s  intelligence 
oversight  ptotoum  has  demonstrated  continual  otpruvemcnl.  Processes  huve  been  alreunincKl 
and  adhere  to  DOD  5240.1  -K,  HO  12331  ar.d  other  governing  directives.  l-’onnol  10  induing 
programs  introduced  in  2012  uiuJ  beyond  Invc  lutUier  increased  the  silecliverxss  of  ifw  JlliDDO 
10  program. 

7.  flltfFOWH  Hiridinu  5:  C01C  AiUhonly an  a  DOD  Jrielhgcncv  CumputHrn!  yhu  Undttu. 

(L'/iPeBtS  JlliDDO  was  formally  established  by  the  Secretary  of  Dcfcruo  on  1 8  Jan  20D6 
pursuant  la  bis  authority  under  10  DSC  §1 13.  when  the  Deputy  Secretary  (if  Defense  (DSD) 
signed  a  memorandum  ol'/ht  John  tmpwiiMl  Lwlotivc  ft  iwc  Dqfciti 

Orgnolanlon.  DOD  Directive  2000.1 9E  wa?  issued  on  India  f<-f  the  Secretary  ufDofctwe  an  14 
lub  2006  and  is  ccirently  in  effect  1:  establishes  JIEDDO  as  u  “joinl  entity "  and  ’juicily 
manned  activity”  nfthc  Deportment  nf ‘fefensc  with  the  V. mistier,,  'csixtcislhlllttc.e,  Amctlnns, 
leluliun-dtips  and  ntilhurittes  »s  pn-.scrib-d  herein.  ‘  h  further  prov;U*i  that  J  Id  DUO  operates 
under  ’.lie  "...authority,  direction  ani  control  of  the  Deputy  Secieteiy  of  Defense.  ”  lIP.DDO’s 
Director  nspsrtt  to  the  Deputy  Seeretury  ofnefenfu.  Al  the  time  JlliDDO  win  ctCnleJ,  its 
c.iattor  directive  did  net  contain  any  letorcncc  to  COIC,  or  any  ether  component  tlut  would 
accomplish  JIEDDC’a  original  "defeat  iho  (ED  system”  imsiion  which  wus  specifically 
atfligned  to  .’IbDDt)  in  tlK  2005  directive. "  Early  inwitial  cigawBiinnal  charts  rcfcrrcc  to  the 
COIC  a  imply  a  "Rcaton 


“DOOD  *00.191.  peraJJ.t. 

'■GAOr.nJurUdao  .unfit  ufCOIC’v  minim  Vl<  KlivillM  in IjLc 2CC?.  TTic  upotl ;  C.tO-OP-  ,’UC  ;Srt>F).  TI.J 

Ini'  ef  ftie  naerl  n  Uv/eev  Vie  J1LDVO  Prcr-iOu  I 'othjule  1 1 : 1. - |,K7 ■  V  ipptvf  t*u  AtfUHU 

a.v  >H'eftaio  CkvlfyKntn  tmi tmorow  '.'cm/iiu/fc'i.  OAOncts  t*n  Uti  "defbr  rtic  Kuvjrk'ur  -aliuiu  Ihr  itclwuif 
ml.ebr  IS  nru  nrl*r|iiiiriy  defliuM  by  the  Obft  Dili  thM  dolt;  » t*tuk  tclici  cla-ify  (lie  U(t|».  of  Uk  JltMJU  COIC’s 
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(U//MtUO)'l  he  Undci  Secretary  of  Defense  (laurilijnme  (tJSD-J)  wutifiroicd  in  2007  thil  the 
fOIf  the  nlellig<nce  cornjvnent  o' JII-DDO  11  I  .sgsl  iiitanrih  fry  JIF.I>fX)  (n  collect  I  IK 
pfonti  inform  nlicm  diirinjt  thn  course  of  pvrfnn’tin.'.  M  .  i  nr  rimtiion(inirnliiinn1  i\>llevlivr 
of  l  S  perton  information  from  publicly  available  were?*)  in  bated  upon  the COIC*  ituiu  s  of. 
the  *inlclligenco  component’"  of  a  defense  activity,  at^sney  or  orptUizatiDn  Jiid  vet  a  ate  the 
activity  In  reqiLred  In  order  I?  perforin  3  llmctlon  assigned  the  onmpo  writ,  an  mi  out  In  HOD 
5240.  f •  W  p.iruprurh  C2  ?  2  for  eusos  nol  involving publicly  ii'iii.nWe  .ni’onimlion,  the 
JIHDDO  COIC  Inti  u m unity  to  eollocl  it  if  it  tul'CIh  ll  u  itclinilion  of  forclyii  intelligence,  asset 
out  in  OOD  524U  l  -if  lYocedtire  2,  pon^rnph  C2. 5.3. 1 '  JtCDDO  CCf  C  has  the  i.imr  authority  to 
collect  as  all  non-intalliftciicc  ennimunily  components  of  (lie  Dc  ranr'cn’  of  Orfenne 

(U'.TOIKb)  Jirono's mission  is  10“.. .Incus  (lend,  advocate,  ccn-dimjc)  nil  Oepannent  nf 
Dofenie  rctlons  In  support  of  die  Com  taunt  Cemavaadem  and  Heir  respective  J.«lnt  Iasi. 

Poixtcs'  efforts  to  defeat  Improvised  Kx-lmivc  Devices  as  weapons  of  slruie^le  influence. .  .“ 
DOD  Directi'*’  2000.19E  identified  three  dis.’trre  components  of  iH •  mission  :  ’"Det-jt  of  tlvc 
ILL),  (today  “Defeat  the  teviaTj;  “tMfnt  oftht  IktJhnttm  ;ioday  "Atheei  the  Nttwifk'); 
aid  ‘Train lr^  the  force"  (tniny  “TssltlChc  b  vcc"!.  "  Defeat  ol  die  Ib'D  System'  1  the  I  .me  of 
GpmiUoo  I  LOO)  that  pennies  to  the  rn  siiutl  Ol  the  JIDDO's  Coi  nter-mD 
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(U)  Director,  JIEDDO  Comments  (cont'd) 


(L/<KHit>j  l  urrail  authorities  cotUiin suHIcient  leeal  uu'iioritv  for  COIC  U-  ivifcnr. 
inl«lligen  :rt-fftlarcd  .ictivlliefi  within  the  senpeof  its  ntrrcn-  mission,  ns  provided  foe  under  15015 
5M0.1-R.  pwa  15L1.1*  16.  However.  the  OOD IG  report  hijhlijhtuJ  the  need  to  mire  clearly 
define  1IHDI50  COtC’>  late  ii/cn:c  minion  Collector.  of  US  person  inforrr.etkM)  bj  oven 
means  from  publicly  ■vuilsrble  sources  it  .n  "inluiliijtr.ee  I'envil;1*'  covered  by  C  O.  12333.  os 
cot  ended.  The  unlborily  la  tlo  iO  i:  wheel  to  the  procedure;  SoUblwhed  by  U'<  Secretary  rtf 
Defense  and  approved  ay  tile  Attorney  General  in  DOUR  5240.' -R.  Activities  of  HOD 
tmtltlflcitci:  Camponcm  That  Affect  United  Stales  Ptrsvns  (Dcscmber  )982),  “otmui 
dcvigijnliun  of  JIEDDO  COIO  an  »DOD  I  UollixcjxoCoitiponoit  is  not  never  soiy  tnrCOtC  t£- 
eonlieuts  to  cptrdle  out  tvuuld  nvoyni/c  llie  current  status  uf  COlC'a  opens  ions  mul  would  isX 
impose  any  additional  operatiatul  nr  administrative  burdens,  since  it  already  kilo  wo  end 
substantially  compiles  with  DOD  >240. 1  -R. 


*  -4 

F.  ANI5IU  W  Tli'W.I'Y 

Genjrul  Cuutivcl 

9 
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(U)  APPENDIX  C:  Director,  JIEDDO  Comments  to 
Findings  and  Our  Response 


(U//EQUO)  Our  Investigation  substantiated  tlie  allegaliun  that  COIC  personnel  improperly 
collected  information  about  U.S.  persons.  At  the  direction  of  COIC  and  JIEDDO  leadership, 
analysts  collected  information  on  U.S.  companies  and  their  CEOs,  U.S.  hostages  held  by 
foreign  extremists,  and  specific  U.S.  persons,  in  addition,  COIC  analysts  improperly  collected 
intelligence  using  aliases  and  uncoordinated  cover.  As  a  result,  COIC  leadership  and  analysts 
actions  violated,  or  were  inconsistent  with,  Executive  Order  12333,  "United  States 
Intelligence  Activities”;  DoD  5240. 1-R,  “Procedures  Governing  the  Activities  of  DOD 
Intelligence  Components  That  Affect  United  States  Persons”;  and  DoD  Joint  1ED  Defeat 
Organization  Instruction  5240.01,  "JIEDDO  Intelligence  Oversight”;  as  well  as 
DoDD  S-5200.37  "Management  and  Execution  of  Defense  Human  intelligence  (HUMINT);” 
and  DHE-M  3301.002  "Defense  Human  Intelligence  (HUMINT)  Enterprise  Manual,  Volume  II: 
Collection  Operations." 


(U)  Director,  IIF.DDO  Unmnwnts 


JIEDDO  (h)(1),  1  *1(c) 
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(U)  For  the  complete  text  of  IIEDDO’s  response  to  our  findings,  see  Appendix  B:  Director,  JIEDDO, 
Comments. 


( U)  Our  Response 

(U)  Our  response  to  JIEDDO’s  comments  regarding  each  of  the  six  examples  cited  as  improper 
collection  on  U.S.  persons  is  below. 
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JEDDO  (bKD.  1  4(c) 


(U//4*QUOj  Collection  on  U.S.  Persons  Held  as  Hostages:  JIEDDO  responded  that  U.S.  Special 
Operations  forces  specifically  requested  JIEDDO  COIC  assistance  in  locating  hostages,  specifically 
the  "use  of  COIC  'tools'  to  help  geo-locate  foreign  nationals  who  held  a  US  person  captive,"  not  in 
defeating  the  IED  threat.  JIEDDO  contended  that  "the  operational  focus  was  not  on  the  hostage,  but 
on  the  terrorist  network  and  the  foreign  persons  that  held  the  individuals."  JIEDDO  contends  that 
information  on  hostages  may  be  collected  by  a  DIG  [designated  intelligence  component!  if  it  is 
necessary  to  the  conduct  of  JIEDDO  COIC’s  mission  to  support  U.S.  forces.  We  maintain  that  DoDD 
2000. 19E  gives  JIEDDO  the  mission  to  defeat  lEDs  as  weapons  of  strategic  influence;  however,  it 
says  nothing  about  defeating  terrorist  networks  that  may  use  IEDs.  While  JIEDDO’s  capability  and 
desire  to  assist  the  warfighter  are  commendable,  this  assistance  falls  outside  JIEDDO's  original 
charter.  Furthermore,  we  did  not  find  where  this  activity  received  a  collectability  determination  or 
was  supported  by  a  legal  opinion. 

(U//FOW))  MEDDO's  Collection  on  a  U.S,  Military  Person:  JIEDDO  responded  that  according  to 
media  reports,  the  U.S.  Marine  arrested  on  June  17,  2011,  near  Arlington  Cemetery  was  found 
carrying  bomb-making  materials  and  pro-al  Qaeda  literature.  JIEDDO  contends  that  in  anticipation 
of  a  possible  request  for  information  from  U.S.  law  enforcement,  through  USNOKTHCOM  or  the 
Department  of  Defense,  the  JIEDDO  COIC  conducted  certain  collection  to  determine  if  it  possessed 
any  information  that  could  help  determine  whether  the  individual  [U.S.  Marine]  was  reasonably 
believed  to  he  engaged  in,  or  about  to  engage  in,  what  could  have  hepn  international  terrorist 
activity.  According  to  JIEDD01  5240.01,  "reasonable  belief  must  rest  on  facts  and  circumstances 
that  can  be  articulated:  'hunches'  or  intuitions  arc  not  sufficient."  We  maintain  that  collection  on  a 
U.S.  person  in  the  United  States  who  is  suspected  of  terrorist-like  activity  is  domestic  collection. 

The  collection  on  this  U.S.  Marine  was  inappropriate  because  no  valid  mission  requirement  existed, 
the  FBI  did  not  request  support  through  USNORTHCOM,  and  reasonable  belief  had  not  been 
established  that  this  U.S.  person  was  involved  in  international  terrorism.  When  an  activity  does  not 
reasonably  constitute  foreign  intelligence,  intelligence  support  to  civilian  law  enforcement  must 
also  adhere  to  DoDD  5525.5  and  receive  SECDEF  approval.  Furthermore,  we  did  not  find  where 
this  activity  received  a  collectability  determination  or  was  supported  by  a  legal  opinion. 

(U/zWUO)  Bowling  Green  Case:  JIEDDO  responded  that  the  request  came  directly  from  FBI  agents 
in  Afghanistan.  Alwan  and  Hammadi  were  U.S.  persons  at  the  time  of  collection,  as  defined  by  EO 
12333  and  DoD  5240.01.  We  maintain  that  JIEDDO  had  no  authority  to  collect  on  U.S  persons  in 
the  United  States  because  the  request  did  not  come  through  USNOKTHCOM.  In  accordance  with 
Chapter  18,  Title  10,  II.S.C,  JIEDDO  can  support  civilian  law  enforcement  involving  matters  of  the 
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Military  Cooperation  with  Civilian  Law  Enforcement  Agencies  Act  of  1981  provided  the  request  is 
staffed  through  USNORTHCOM. 


f-indint/  B:  The  COIC  Improprr,'  Rctainri!  Infnnii  trim,  »n  US  Brrsor  ■ 

(U//EQUQ)  Our  investigation  revealed  that  the  COIC  improperly  retained  information  about 
U.S.  persons.  The  COIC  failed  to  consistently  conduct  collectability  and  retention  reviews  on 
U.S.  persons  information  in  the  COIC's  holdings,  and  U.S.  persons  information  collected  by 
COIC  analysts  was  not  compartmentalized  on  the  occasions  when  a  collectability  and 
retention  review  was  completed.  The  COIC  did  not  comply  with  the  90-day  retention 
timeframe  because  of  poor  intelligence  oversight  reviews.  Finally,  the  COIC  also  lacked  a 
systematic  means  for  purging  U.S.  persons  information  that  was  inappropriate  for  retention. 

(U//FOUO)  As  a  result,  COIC  analysts  collected  and  retained  U.S.  telephone  numbers  in  the 
COIC's  Palantir  database.  In  addition,  COIC  analysts  collected  and  retained  information  on 
U.S.  persons  in  support  of  law  enforcement  activities.  Requests  for  U.S.  persons  information 
and  intelligence  products  that  contained  U.S.  persons  information  were  reportedly  not 
always  vetted  through  the  COIC’s  General  Counsel  for  Intelligence,  as  JIEDDOI  5240.1 
required.  Finally,  U.S.  persons  information  was  retained  past  the  90-day  timeframe  in 
violation  of  DoD  5240.1-R,  "Procedures  Governing  the  Activities  of  DOD  Intelligence 
Components  That  Affect  United  States  Persons"  and  DoD  Joint  IED  Defeat  Organization 
Instruction,  JIEDDOI  5240.01,  "JIEDDO  Intelligence  Oversight." 


(U)  Director  liLDUU  Comments 

(U//FOUO)  The  Director,  JIEDDO,  partially  concurred  with  Finding  B  regarding  the  retention  of  U.S. 
persons  information,  but  only  regarding  the  two  examples  substantiated  in  Finding  A.  J1EDDU 
stated  that  COIC  procedures  on  retaining  U.S.  persons  information  have  improved  considerably 
since  implementation  of  the  formal  Intelligence  Oversight  program  in  2U1(J.  According  to  JIEDDO, 
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U.S.  persons  information  was  collected  in  accordance  with  Procedure  2  and  retained  in  accordance 
with  Procedure  3,  under  DOD  5240.1-R,  and  anomalies  were  self-reported  through  quarterly 
intelligence  oversight  reports.  Finally,  JIEDDO  contended  that  the  issuing  of  JIEDDO  Instruction 
5240.01,  JIEDDO  Intelligence  Oversight,  in  January  2012,  has  led  to  a  substantial  improvement  of  10 
activities,  especially  on  how  they  relate  to  retaining  U.S.  persons  information.  A  separate  SOP, 
currently  in  the  final  stages  of  completion,  will  provide  further  detailed  guidance  on  the  handling, 
retaining,  and  disseminating  of  U.S.  persons  information. 

(U)  For  the  complete  text  of  JIEDDO’s  response  to  our  findings,  see  Appendix  B:  Director,  JIEDDO, 
Comments. 

Ill)  Our  Response 

(U//FOUO)  JIEDDO  collection  activities  did  not  always  undergo  a  collectability  determination  and 
based  on  a  manager's  review  of  its  information  technology  department,  J I  EDDO's  intelligence 
oversight  officer  or  general  counsel  never  processed  a  request  to  purge  its  systems  of  any 
information  on  U.S.  persons.  We  acknowledge  that  JIEDDO  procedures  may  have  improved  since 
our  investigation  concluded.  However,  wc  have  no  data,  beyond  what  is  contained  in  our  report,  on 
which  to  base  further  comment. 

Ill)  Finding  C.  The  CO  If  Improperly  Disseminated  Ininrinatmn  on  US  Persons 

(U//-HH40-)  Our  investigation  revealed  that  the  COIC  improperly  disseminated  information 
about  U.S.  persons  by  releasing  products  that  contained  U.S.  persons  information  without 
proper  "U.S.  persons"  markings.  The  COIC  failed  to  properly  mark  these  products  because, 
according  to  a  COIC  analyst,  such  dissemination  occurred  so  infrequently.  Additionally,  COIC 
intelligence  products  that  contained  U.S.  persons  information  did  not  always  go  through  the 
COIC's  intelligence  oversight  review  prior  to  dissemination,  as  required  by  JIEDDOl  5240.1. 

(U//POUO)  As  a  result,  the  COIC  violated  DoD  5240.1-R,  "Procedures  Governing  the 
Activities  of  DOD  Intelligence  Components  That  Affect  United  States  Persons";  and  DoD  Joint 
IED  Defeat  Organization  Instruction,  JIEDDOl  5240.01,  "JIEDDO  Intelligence  Oversight." 
Furthermore,  products  that  contained  U.S.  persons  information  that  did  not  undergo  an 
intelligence  oversight  review  were  not  minimized  by  replacing  identity  information  with 
"USPER",  or  U.S.  Person. 


(If)  Director,  jlFDDU  Comments 

(U//FOUO)  The  Director,  JIEDDO,  partially  concurred  with  Finding  C  that  JIEDDO  improperly 
disseminated  U.S.  persons  information,  citing  the  fact  that  only  two  examples  in  Finding  A  were 
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substantiated.  JIEDDO  said  that  our  report  cited  two  products  released  outside  the  COIC  in  which 
U.S.  persons  information  was  improperly  marked.  JIEDDO  also  said  that  the  issuing  of  JIEDDO 
Instruction  5240,01,  JIEDDO  Intelligence  Oversight,  in  January  2012,  has  led  to  substantially 
improving  10  activities,  especially  as  they  relate  to  retaining  and  disseminating  U.S.  persons 
information.  A  SOP  is  currently  being  staffed,  which  will  provide  detailed  guidance  on  the  handling, 
retaining,  and  disseminating  of  U.S.  persons  information. 

(U)  For  the  complete  text  of  JIEDDO's  response  to  our  findings,  see  Appendix  B:  Director,  JIEDDO, 
Comments. 

(Ul  Out  Ri/sfunisr 

(U//ff0tf6)  COIC  procedures  may  have  improved  since  our  investigation  concluded.  However,  we 
have  no  additional  data,  beyond  what  is  contained  in  our  report,  on  which  to  base  further  comment. 

(U)  Finding  0:  The  COIC.  Lacked  Effective  intelligence  Oversight 

(U//F0V0-)  Intelligence  oversight  training,  knowledge,  and  practices  In  the  COIC  were 
inconsistent  and  some  COIC  members  characterized  them  as  “minimal  at  best."  The  COIC 
lacked  an  effective  intelligence  oversight  program  because  prior  to  2012,  flEDDO  leadership 
had  significantly  emphasized  the  program.  In  addition,  the  COIC’s  workforce  had  varying 
degrees  of  initial  intelligence  and  intelligence  oversight  training. 

i  II)  Director,  JIUIJOU,  CoioweiHi 

(UZ/reiJO)  The  Director,  JIEDDO,  non-concurred  with  Finding  D  that  the  COIC  lacked  effective 
intelligence  oversight.  In  his  opinion,  the  finding  was  condusory  and  failed  to  adequately  recognize 
the  major  strides  COIC  had  made  regarding  intelligence  oversight.  According  to  JIEDDO,  questions 
about  who  would  provide  its  intelligence  oversight  detracted  from  and  delayed  developing  an 
effective  10  program.  JIEDDO  appointed  a  Deputy  General  Counsel  for  Operations  and  Intelligence 
in  March  2010  and  published  JIEDDO  Instruction  5240.01  in  January  201 2.  In  JIEDDO's  opinion,  its 
intelligence  oversight  program  has  demonstrated  continual  improvement,  processes  have  been 
streamlined  and  adhere  to  DOD  5240.1-R,  EO  12333,  and  other  governing  directives  and  formal  10 
training  programs  have  been  introduced  since  2012. 

(UJ  For  the  complete  text  of  JIEDDO's  response  to  our  findings,  see  Appendix  B:  Director,  JIEDDO, 
Comments. 
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(U//rOUO)  In  2010,  JIEDDO  was  tasked  to  establish  an  intelligence  oversight  program.  As  cited  in 
the  ATSD  (10)  report  of  a  Staff  Assistance  Visit  of  August  9, 201 1,  intelligence  oversight  knowledge 
in  the  [JIEDDO]  workforce  was  inconsistent.  In  July  2012,  JIEDDO  finally  approved  its  intelligence 
oversight  policy.  In  addition,  statements  from  a  variety  of  COIC  personnel,  both  at  the  senior  and 
junior  levels,  indicated  that  intelligence  oversight  training,  knowledge,  and  practices  in  the  COIC 
remained  inconsistent.  COIC  personnel  rated  the  Intelligence  Oversight  training  program  from 
"minimally  sufficient"  to  "average,”  and  several  members  believed  that  the  training  was  conducted 
only  to  "check  the  block."  The  JIEDDO  intelligence  oversight  program  may  have  improved  and 
become  more  consistent  since  our  investigation  concluded  in  January  2013;  however,  the 
effectiveness  of  the  JIEDDO  intelligence  oversight  program  since  their  changes  can  only  be 
determined  during  the  next  external  intelligence  oversight  inspection. 

(IJ)  Finding  E:  COIC  Authority  as  a  DoO  Intelligence  Component  was  Unclear 

(U//FOUO)  The  COIC's  authority,  roles,  and  responsibilities  as  a  DoD  intelligence  component 
were  unclear  and  undocumented.  DoDD  2000.19E  was  written  prior  to  the  COIC's 
establishment  and  therefore  did  not  specify  the  COIC's  authority  to  collect  raw  data  under 
the  auspices  of  research.  COIC  senior  leadership  incorrectly  perpetuated  the  idea  that  the 
COIC  did  not  conduct  intelligence  collection.  Likewise,  DoDD  2000.19E  did  not  specify  the 
COIC's  authority  to  collect  raw  intelligence  and  produce  original  intelligence  products. 
According  to  officials  from  OUSD(I),  the  DoD  Office  of  General  Counsel,  and  the  Office  of  the 
Assistant  to  the  Secretary  of  Defense  for  Intelligence  Oversight  (ATSD(IO)),  no  DoD 
directives  or  guidance  existed  that  defined  the  COIC,  its  designated  functions,  or  its 
authorized  roles  and  responsibilities.  DoDD  2000.19E  tasked  OUSD(I)  to  provide  policy, 
guidance,  and  oversight  for  information  management  and  intelligence  to  assist  the  JIEDDO 
on  matters  pertaining  to  IED  Defeat.  But  inconsistencies  existed  about  the  COIC's 
authorities,  roles,  and  responsibilities.  As  a  result,  the  COIC  leadership  was  confused  about 
its  authority  to  conduct  intelligence  collection  and  therefore  unable  to  definitively  provide 
written  authorizations  to  their  employees  when  questions  arose. 

/ II)  Director  ftEDDO,  Cnmments 

(U//ff)UO)  The  Director,  JIEDDO,  partially  concurred  with  Finding  E  that  the  COIC's  authority  as  a 
DOD  Intelligence  Component  was  unclear.  But  he  stated  that  JIEDDO  COIC's  legal  authority  to 
collect  intelligence  was  very  clear.  However,  he  added  that  the  nature  and  scope  of  its  intelligence 
mission  to  accomplish  its  collection  activities  should  be  clarified. 

(U//FOUO)  The  Director  said  the  Secretary  of  Defense  formally  established  JIEDDO  on  January  18, 
2006,  and  that  DOD  Directive  2000.19E  was  issued  on  behalf  of  the  Secretary  of  Defense  on 
February  14,  2006.  He  added  that  when  it  was  created,  JIEDDO’s  charter  directive  lacked  any 
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reference  to  COIC,  or  any  other  component  that  would  accomplish  JIEDDO's  original  "defeat  the  1ED 
system"  mission,  which  was  specifically  assigned  to  JIEDDO  in  the  2006  directive.  According  to 
JIEDDO's  response,  current  authorities  contained  sufficient  legal  authority  for  COIC  to  perform 
intelligence-related  activities  within  the  scope  of  the  current  mission,  as  provided  by  DOD 
5240.1-R,  paragraph  DL  1.1.8.16. 

(U)  For  the  complete  text  of  JIEDDO's  response  to  our  findings,  see  Appendix  B:  Director,  JIEDDO, 
Comments. 


I  U)  l  hit'  Ih'fupnww 

(U//FOUO)  We  continue  to  submitthat  the  JIEDDO's  authority,  roles,  and  responsibilities  as  a  DoD 
intelligence  component  remain  unclear.  Because  the  mission  statement  in  DoDD  2000.19E  does  not 
specifically  include  any  reference  to  the  terms  "Defeat  the  IED,"  "Defeat  the  IED  System,"  or 
"Training  the  Force,"  one  must  assume  the  terms  and  the  mission  statement  are  connected.  In 
addition,  at  the  time  of  our  investigation,  no  dear  understanding  existed  of  JIEDDO  COIC's 
authority,  roles,  and  responsibilities  in  the  JIEDDO  COIC  itself,  or  in  the  offices  of  the  USD(I),  DoD 
OGC,  and  ATSD(IO).  Also,  JIEDDO  pointed  to  what  it  believed  were  clear  legal  authorities  to  collect 
intelligence  as  assigned  by  the  OSD  in  DoDD  2000.19E,  even  though  previous  JIEDDO  leadership, 
senior  representatives,  OUSD  (I),  and  other  DoD  representatives  found  DoDD  2000. 19E  to  be 
unclear.  In  addition,  the  JIEDDO  COIC  command  brief  (slide  12)  of  July  16,  2012,  read:  "JIEDDO- 
COIC  has  no  authorities  to  conduct  intelligence  collection  missions."  The  brief  added:  "JIEDDO  has 
no  authorities  to  collect  on  U.S.  Persons  and  must  adhere  to  applicable  IJSG  and  DOD  Directives." 
The  Acting  Deputy  Secretary  of  Defense  and  the  Director,  JIEDDO,  stated  in  response  to 
Recommendation  A.2  that  DoDD  2000.19E  will  be  updated.  We  underscore  the  importance  of 
specific  written  guidance  from  USD  (I)  to  clarify  JIEDDO's  intelligence  authorities  pending 
amendment  of  DoDD  2000.19E. 
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(U)  APPENDIX  D:  Prior  Coverage 

(U)  COIC  Collection  on  U.S.  Persons 

(U//FOUO)  No  previous  reviews  or  investigations  have  addressed  the  allegation  that  the  COIC 
collected  information  on  U.S.  persons. 

(U)  ATSD  (10)  Staff  Assistance  Visit 

(U//FOUO)  In  August  2011,  the  Assistant  to  the  Secretary  of  Defense  for  Intelligence  Oversight 
conducted  a  staff  assistance  visit,  which  resulted  in  a  memorandum,  subject:  "Report  of  Staff 
Assistance  Visit."  The  memorandum  detailed  deficiencies  in  the  COIC's  Intelligence  Oversight 
program  to  include  training,  intelligence  oversight,  and  reporting,  and  provided  recommendations 
for  improvements.  As  it  related  to  this  investigation,  ATSD(IO)  recommended: 

•  JIEDDO  should  develop  a  training  resource  tailored  to  the  nuanced  risks  of  COIC's 
organization  and  mission,  especially  as  its  mission  focus  shifts,  as  anticipated,  to  new 
future  target  sets. 

•  JIEDDO  should  establish  a  process  to  make  and  document  retention  decisions  on  U.S. 
person  information. 

•  JIEDDO  should  establish  a  policy  for  marking  working  papers,  files,  products  or 
databases  containing  U.S.  person  information. 

e  JIEDDO  should  review  the  command's  control  of  database  access  to  include: 

o  A  review  process  prior  to  posting  and  releasing  of  products. 

o  Control  access  to  SIPR  database  information. 

o  Consideration  of  a  password  and  login  requirement  for  files  containing  U.S. 
person  information  with  special  consideration  given  to  the  implications  and 
challenges  posed  by  the  requirements  of  Procedure  4,  ["Dissemination  of 
Information  About  United  States  Persons,”]  DOD  5240. 1-R. 

(U//FOUO)  ATSD(IO)  reported  that  the  COIC's  intelligence  support  and  oversight  relationship  was 
unclear  with  regard  to  Executive  Agency  responsibilities  and  no  dedicated  IG  support  exists  for  the 
organization.  ATSD  (10)  recommended  that  the  COIC  establish  a  way  to  conduct  a  periodic 
independent  review  of  its  10  program.  ATSD(IO)  noted  that  this  was  normally  performed  by  an 
Inspector  General,  a  duty  position  for  which  JIEDDO  was  not  currently  resourced. 
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(U)  GAO  Report  on  JIEDDO  Intelligence  Support 

(II)  In  November  2008,  GAO  published  a  SECRET-level  report,  GAO  D09172C,  “The  Joint 
Improvised  Explosive  Device  Defeat  Organization  Provides  Valuable  Intelligence  Support  but 
Actions  Are  Needed  to  Clarify  Roles  and  Improve  Coordination,"  which  stated:  "the  C01C  was 
developed  without  specific  guidance  directing  JIEDDO  to  establish  it  or  defining  its  roles  and 
responsibilities,  and  the  GAO  report  found  no  DOD  guidance  and  limited  JIEDDO  guidance  to 
provide  additional  direction  regarding  the  COIC  even  after  it  was  created."  GAO  found  "confusion 
over  whether  the  COIC’s  roles  and  responsibilities  align  with  the  functions  of  an  intelligence  agency, 
which  led  to  concerns  about  how  the  COIC  coordinates  with  DOD  intelligence  organizations  in  order 
to  vet  COIC  products,  particularly  whether  the  COIC  should  follow  the  standards  and  procedures 
used  by  intelligence  organizations." 


ffg  JIEDDO  (b)(1).  1  4(c) 
.1 1  DDO  (b)(1)  l  4(c  1 


Subsequent  JIEDDO  leaders  questioned  the  COIC’s  intelligence  roles  and  responsibilities;  however, 
as  of  the  dateofthis  investigation,  DoDD  200.19Ewas  in  draft  and  awaiting  Secretary  of  Defense 
approval. 
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(U)  APPENDIX  E:  National  and  Command  Policy 

(U)  The  following  relevant  paragraphs  are  included  in  the  directives  listed: 

(U)  JIEDDO  Organization  and  Management 

(U)  According  to  DoDD  2000.19E,  subject:  "Joint  Improvised  Explosive  Device  Defeat  Organization 
(JIEDDO),"  effective  February  14,  2006: 

JIEDDO  is  hereby  established  as  a  joint  entity  and  a  jointly  manned  activity  of  the 
Department  of  Defense,  operating  under  the  authority,  direction,  and  control  of  the 
Deputy  Secretary  of  Defense.  The  JIEDDO  shall  consist  of  a  Director  and  such  other 
subordinate  organizational  elements  as  established  by  the  Director,  within 
resources  assigned  by  the  Secretary  of  Defense. 

(U)  JIEDDO  Relationships 

(U)  DoDD  2000.19E  designated  the  following  relationships: 

7.1.  In  the  performance  of  assigned  responsibilities  and  functions,  the  Director, 
JIEDDO,  shall: 

7.1.1.  Report  directly  to  the  Deputy  Secretary  of  Defense 

7.1.2.  Use  existing  systems,  facilities,  and  services  of  the  Department  of 
Defense  and  other  Federal  Agencies,  when  practicable,  to  avoid  duplication 
and  to  achieve  maximum  efficiency  and  economy. 

(U)  JIEDDO  Intelligence  References 

(U)  DoDD  2000.19E  references  to  "intelligence"  included: 

3.3.  Joint  IED  Defeat.  The  collection  of  all  DoD-wide  efforts  to  reduce  or  eliminate 
the  effects  of  all  forms  of  IEDs  used  against  U.S.  and  Coalition  Forces,  including 
policy,  resourcing,  materiel,  technology,  training,  operations,  information, 
intelligence,  assessment,  and  research.  These  efforts  specifically  include  the 
following: 

3.3.2.  Defeat  of  the  IED  System.  Actions  and  activities  designed  to  reduce 
the  effects  and  interrupt  the  insurgent  chain  of  IED  activities  through 
Intelligence,  surveillance,  reconnaissance,  information  operations, 
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counter-bomber  targeting,  device  technical  and  forensic  exploitation, 
disposal  of  unexploded  and  captured  ordnance,  and  persistent  surveillance. 

6.2.  The  Director,  JIEDDO,  shall: 

6.2.7.  Establish  a  Joint  Common  Operational  Picture  and  Joint  Common 
Intelligence  Picture  of  the  1ED  system  in  the  Global  War  on  Terrorism. 

6.2.15.  Collect  and  analyze  data  from  the  field  to  assess  the  effectiveness  of 
current  intelligence  support  for  the  Combatant  Commanders  and  their 
staffs;  develop  and  track  responses  to  priority  intelligence  requirements; 
and,  in  coordination  with  the  operational  chain  of  command,  develop  new 
intelligence  support  and  intelligence  requirements  against  1ED  threats  to 
ensure  the  Combatant  Commanders'  needs  are  met 

(U)  Responsibilities  Relating  to  JIEDDO 

(U)  DoDD  2000.19E  delineated  the  following  responsibilities: 

6.3.  The  Undersecretary  of  Defense  for  Intelligence  (USD(I))  shall: 

6.3.1.  Provide  policy,  guidance,  and  oversight  for  information  management, 
intelligence,  counterintelligence,  operations  security,  information 
operations,  and  security  matters  to  assist  the  JIEDDO  on  matters  pertaining 
to  1ED  Defeat. 

6.3.2.  Coordinate  with  the  Office  of  the  Director,  National  Intelligence,  to 
provide  interagency  intelligence  analytical  products  and  services  from 
non-DoD  organizations  to  meet  the  Director,  JIEDDO,  Priority  Intelligence 
Requirements. 

6.3.3.  Ensure  that  the  DoD  intelligence  organizations  provide  routine  and 
timely  analysis  to  maintain  the  Joint  Common  Intelligence  Picture  of  the 
global  IED  threat  and  to  meet  the  requirements  of  the  IED  Intelligence 
Campaign  Plan,  when  published.  Analysis  will  include  adversary  IED  tactics, 
techniques,  and  procedures  development  and  maintenance;  IED  threat 
system  products;  IED  adversary  networks  and  vulnerability  products;  and 
IED  threat  trends  and  forecasting. 

6.3.4.  Ensure  the  Director,  Defense  Intelligence  Agency,  in  coordination  with 
the  Director,  JIEDDO,  directs,  monitors,  and  modifies,  as  necessary,  activities 
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regarding  weapons  technical  intelligence  as  it  pertains  to  the  collection, 
analysis,  and  primacy  for  exploitation  of  1ED  components;  either  forensic  or 
force  protection. 

(U)  JIEDDO  Interna!  Guidance 

(U)  According  to  Department  of  Defense  Joint  IED  Defeat  Organization  Instruction  (JIEDDOI) 
5240.01,  Subject:  "JIEDDO  Intelligence  Oversight"  of  January  12,  2012,  this  instruction  applies  to  all 
U.S.  personnel  within  JIEDDO,  its  staff  elements,  and  operating  arms  that  have  U.S.  military  forces, 
DoD  civilian  and  DoD  contractor  personnel  assigned,  attached  or  detailed  to  them  who  perform  or 
support  intelligence  activities  as  defined  by  DoDD  5240.01.  This  includes  attached  Reserve  and 
National  Guard  personnel  in  a  Title  10  status  or  who  are  performing  a  federal  mission: 

4a.  (U)  Per  DoDD  2000.19E,  DoD  established  JIEDDO  and  assigned  responsibility  for 
intelligence  oversight  to  the  Under  Secretary  of  Defense  for  Intelligence  (USD(I))  in 
2006.  Subject  to  final  review  and  approval  by  the  Office  of  the  Secretary  of  Defense, 
a  coordinating  draft  of  DoDD  200.19E  changes  responsibility  for  JIEDDO  10  to 
ATSD(IO),  with  the  Secretary  of  the  Army  advising  and  assisting  the  Director, 
JIEDDO  in  establishing  and  maintaining  an  intelligence  oversight  program. 

(U)  Counter-IED  Operations/Intelligence  Integration  Center 
Responsibilities 

(U)  According  to  JIEDDOI  5240.01,  per  JIEDDO  Director,  "Appointment  as  Senior  Responsible 
Intelligence  Official  [SRIO]  for  JIEDDO"  of  February  28,  2011,  the  COIC  is  the  sole  intelligence 
component  of  JIEDDO,  and  the  Deputy  Director  of  Intelligence  is  the  SRIO  with  authority  for  the 
COIC's  compliance  with  the  JIEDDO  Director  Instruction,  and  other  DoD  implementing  directives 
and  policy.  The  Deputy  Director,  COIC,  is  authorized  to  exercise  SRIO  responsibilities  in  the  DDOI's 
[Deputy  Director  -  Opcrations/Intclligence  Integration]  absence.  The  DDOI  will  designate  a  COIC 
Mission  Integration  Division  [MID]  government  representative  (government  civilian  or  military) 
with  extensive  intelligence  experience  and  at  least  one  year  of  service  remaining  at  the  COIC  to 
serve  as  the  Intelligence  Oversight  Officer  (IOO).  The  IOO  will...  ensure  that  procedures  are 
established  requiring  periodic  review  of  all  documents  or  records  retrieved  or  received  by  DoD 
intelligence  components  or  personnel  subject  to  this  instruction  that  contain  U.S.  persons 
information  and  for  which  a  permanent  retention  collectability  determination  has  not  been  made. 
The  period  between  regular  periodic  reviews  of  this  information  may  not  exceed  90  days. 
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Acronyms  and  Abbreviations 

CI  Counterintelligence 

COIC  Counter-1  EL)  Operations/Intelligence  Integration  Center 
DoDD  DoD  Directive 
DoJ  Department  of  Justice 
FBI  Federal  Bureau  of  Investigation 
FI  Foreign  Intelligence 
HME  Homemade  Explosives 
IED  Improvised  Explosive  Device 
JIEDDO  Joint  IED  Defeat  Organization 
OSAAC  Open  Source  Analysis  Augmentation  Center 
OSD  Office  of  the  Secretary  of  Defense 
OUSD(I)  Office  of  the  Under  Secretary  of  Defense  (Intelligence) 
RFI  Request  for  Information 
RFS  Request  for  Support 
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(U)  THIS  PAGE  INTENTIONALLY 
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Whistleblower  Protection 

U.S.  Department  of  Defense 

The  Whistleblower  Protection  Enhancement  Act  of  2012  requires 
the  Inspector  General  to  designate  a  Whistleblower  Protection 
Ombudsman  to  educate  agency  employees  about  prohibitions  on 
retaliation,  and  rights  and  remedies  against  retaliation  for  protected 
disclosures.  The  designated  ombudsman  is  the  DoD  IG  Director  for 
Whistleblowing  &  Transparency.  Eor  more  information  onyourrights 
and  remedies  against  retaliation,  go  to  the  Whistleblower  webpage  at 
www.dodig.mil/programs/whistleblower. 


For  more  information  about  DoD  IG 
reports  or  activities,  please  contact  us: 

Congressional  Liaison 
703.604.8324 

DoD  Hotline 

800.424.9098 

Media  Contact 

Public.Affairs@dodig.mil;  703.604.8324 
Monthly  Update 

dodigconnect-request@listserve.com 

Reports  Mailing  List 
dodig_report-request@listserve.com 

Twitter 

twitter.com/0oD_l6 
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